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Initial Software Installation and Setup

Topics Covered
« Installing Portal Software on Host PC
- Basic Portal Software Configuration

This chapter describes the steps required for initial software installation on the host PC.

Host PC minimum hardware requirements:
* Window XP

* 512 RAM

® Pentium IIl, 500 MHz

e Super VGA Video Card

o 40 GB Hard drive

CD/DVD drive

COM (Serial) port

Network interface card if RS-232 is unavailable

NET Framework 3.0 installed (available on Portal software CD included with the system)
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Chapter 1. Initial Software Installation and Setup Installing Portal Software on Host PC

1.1. Installing Portal Software on Host PC

In order to program installed hardware and to operate the Card Access System, install Portal software onto the host PC.

Host PC must be connected to the first Controller in the daisy chain network via RS-232 or TCP/IP (optional upgrade)
connection.

1. Connect the P-PORTALDBY cable to the serial COM port on the host PC. If the optional TCP/IP interface is used,
connect the network cable from Portal TCP/IP converter to the RJ45 port on the motherboard or the network card
of the host PC. Remember that the maximum RS-232 cable length may not exceed 150 feet (50 meters).

2. locate and open the Portal software CD that was shipped with the Portal Card Access system.
3. Run the Portal software installation file: setup.exe.

4. In the first Setup Wizard window, click Next.

1% Portal Card Access System®

Setup Wizard "

The nstaler will guide you thiough the steps requined o nstall Partal Card Access Systern® on your
compuber.

WARMING: Thes compuber program e protected by copprght law and intemabional beaties.
Unauthonzed duplication o detribution of thes program, of any padion of il may resull n severe cral
of crminal penshes, snd vl be prosecubed o the madmum estent possble under the law,

5. In the second Setup Wizard window, select the software installation folder by clicking Browse or leave the default
installation folder. Select Everyone or Just me radio button to specify who will have access to Portal software
application (if you have multiple users on your PC).

15 Portal Card Access System®

Select Installation Folder %
9

The instaber will instal Portal Caed Access Spstem® to the following folder,
Tio installim this folder, click “Nest”, To install lo  different folder, enter i below o click. "Browse”,

Eolder;
ID M aidbceassh Browse
Dk Cost,
Irestall Postal Card Access Syrbem® for pourse, o for angone who wses this computer:
© Just e

Cancel <Bock | [ Hews
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Chapter 1. Initial Software Installation and Setup

Installing Portal Software on Host PC

6. Click Next in the Confirm Installation window to proceed with the software installation.

7.

8.

i) Tip
Company name may later be edited in the
Portal software setup.

1% Portal Card Access System®

Confirm Installation &
=5

The nstaller i ready to imtall Pertal Card Access Spotem® on pour compuber.

Chck “Meat" b stait the nstalston

[ Caa || <Back | [  Hem» |

Wait while the software is installing on the PC.

1% Portal Card Access System®

Installing Portal Card Access System® &
=

Portal Caed Access System® iz being inslaled

Pleaze wail.

Enter the Company name in the next window and click OK.

Card Access installation

Company name

9. Wait for the Installation Complete window to be displayed. Click Clese to complete the installation.
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Chapter 1. Initial Software Installation and Setup Basic Portal Software Configuration

1.2. Basic Portal Software Configuration

To interface the installed hardware with Portal Card Access System software, follow these instructions.

1. After the portal software was successfully installed onto your Host PC, locate the Portal Card Access System software

o

Partal Card
Access

icon on the Desktop and launch the software application. System®

2. In the login window, enter the default user name and password: i3dvr / i3dvr

Portal Card Access System

POrTaL

ARG MECESS STRTEM

Login

Password

Ii3dw

|:n=|xu

o]

Cancel |

3. Click Yes in the System setup window to configure hardware connection settings.

Systemn setup

.‘_:.:/" Mo connection settings are provided. Do you want to setup connection?

4. The Connection window will be displayed. Configure the connection type to either Serial, if RS-232 connection is used
between host PC and the Controller, or to TCP/IP if the converter board (I3-S2E) is used.

a. For Serial connection, select the serial GOM port used for RS-232 connection. Make sure that 9600 baud rate
is selected, to match Controller setting.

Connection EJ
Haidweare connection
* Serial Post - Baudsate [9600 +|bps
 TCPAP P | Poit |
w DVR TCPAP connection
P =2 188, 0. 3 Fort [gim
ok | concel |
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Chapter 1. Initial Software Installation and Setup Basic Portal Software Configuration

b. For TCP/IP connection, enter the IP address and the Port number of the converter. The default port number is
10001. See section Configuring IP Address for TCP/IP Converter of the manual for information on how to configure
IP Address for TCP/IP Converter.

Connection E
Hardweare connection
™ Serial Poxt I 'I Baud rate I = | bps
& TCPAP P |192.168. 10 . 154 Paort 10001

v DWR TCPAP connection

F [@2. e 0. [ STT
ok |  cancel |

5. Click Yes in the next System setup window to auto-detect all Controllers connected to the host PC.

"‘"E) o controllers set in the system. Do you wank bo run auto-detection procedure?

Yes Mo |

6. Wait while Portal software checks for connected Controllers.

Detecting controllers...

Comnpleted T

7. Click Setup button next to the first detected Controller to configure it.



http://www.renderx.com/
http://www.renderx.com/reference.html
http://www.renderx.com/tools/
http://www.renderx.com/

Chapter 1. Initial Software Installation and Setup

Basic Portal Software Configuration

Quick network checkup E|
Hew controllers detected
Controller #1 Setup
Contraller #2 Setup
Cantraller #3 Setup

8. Quick Controller Setup window will be displayed.

S
"1 ) Important

To use this setup window, you must abide
by default wiring recommendations. See
Card Access Controller Wiring Diagram and
Connecting Inputs to Controller, Connecting
Outputs to Controller sections for more in-
formation. If the devices were wired differ-
ently, use Advanced Setup.

Quick Controller Setup

Imnportant: Detault weing instuchons must be followed o use quick selup.
General
Marme | Contrater 1 SE Comer Address |1 -

Access points per controBer % 2 [one reader per door]

Access Point A Access Point B

1 [bwo readers per door)

X

Name | South Door Mame | EastDoor

I¥ Fequest ToExit [RTE) ¥ Request To Ewat [RTE)

W Dioor Contact [DC) [¥ Dioor Contact [DC)

Iv Door Lock v Doar Lock
Othes functions
¥ Low battery [V Power failee ¥ Tamper

Advanced Selup oK |

Cancel |

Name the Controller. It is good practice to name the Controller according to its physical location in the facility.

This will simplify the servicing procedure later on.

Depending on whether both readers are used on the same access point (door) or on different doors, select the

appropriate radio button in Access points per Controller. If 1 (two readers per door) option is selected,
Access Point B will be disabled below as well as RTE device for Access Point A (since Reader B will be essentially

used as RTE device).

Check off all the devices connected to Access Point A and/or B: Request to Exit, Door Contact, and Door Lock.

If both readers are being used on the same door, make sure to wire Door Contact input and/or Door Lock output

to Reader A.
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Chapter 1. Initial Software Installation and Setup

Basic Portal Software Configuration

Note that to be able to check these devices in the Quick Setup, you must abide by default wiring recommendations.

See Card Access Controller Wiring Diagram and Connecting Inputs to Controller, Connecting Outputs to Controller
sections for more information.

d. Check off all used devices under Other functions category: Low battery, Power failure, Tamper.

Please note that an additional battery must be purchased to use Low battery and Power failure functions.
Portal Card Access chassis (P-PORTALCHASSIS) comes with a N/C tamper switch for Tamper detection. All these
inputs must be properly connected to the Controller board in accordance with wiring recommendations. See Card

Access Controller Wiring Diagram and Connecting Inputs to Controller, Connecting Outputs to Controller sections
for more information.

e. Click OK once the Controller setup is complete.

f.

Repeat above steps for all detected Controllers.

9. The configured access points will be added as separate entries in the Controller setup. The Controller panel will be
displayed in the Hardware Monitor below.

Partal Card Access System ®

File View Corkrols Tools Reports Help

Dmumm‘. )

Acooss Cortrol |

Irdistiachue

Display fibes
Compary |4l i Show

N Conrechion

ST
[E Conirller Shared Proparties
B} Ao Passback

Facity Codes

B CaidHokders

[ Schedutes

B Access Groups

B Hobdays

Controller: 2 record [ 5]

Cortiober 1 5E Comas

e il 6
Switchbasid Setup

Diperaton Adminetistor Controflers

The Febr, 07 02 5506 PH

This completes the initial Controller installation.
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Portal Most Commonly Used Functions

Topics Covered

- Navigating Portal Software
« Managing Card Holders

« Managing Access Groups

- Managing Schedules

« Managing Holidays

« Direct Control

- Generating Reports

« Settings Upload

This chapter will demonstrate the usage of Portal most commonly used features. The sections are offered in a logical
order that will reduce software setup time. This chapter covers card holder and access group management, access
schedules, generation of working hours and event reports, direct control of the access point, input/output configurations
as well as anti-passback features.
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Chapter 2. Portal Most Commonly Used Functions Navigating Portal Software

.@ Tip

i3dvr is a default Administrator user. Addi-
tional users (operators) may be created in
Setup-> Application -> Operators software
section.

2.1. Navigating Portal Software

If the Portal Card Access System is not currently open, locate the Portal Card Access System software icon on the Desktop

o

Portal Card
Access

and launch the software application. System®

In the login window, enter the default user name and password: i3dvr / i3dvr

Portal Card Access System

POrTaL

BOATETEM

Login [i3dur

Pazeword

ok | cancel |

Portal Card Access Main Screen will be displayed. Portal Card Access System software GUI (Graphic User Interface)
strives towards the ease-of-use through intuitiveness of the software layout.

Fis _Wiew Corkrols Tools Reports Help 1
& Hew Caid Holdsr Doabe & Timss | Comdreller | Accwss point| Device part | Card holder | Card rumber | Facilty code | Event
EL Fired Cardd Hokleds]
[i' Divect Contiol
\Werking Hous Report

Event Repoat
Dabe 5 Time | Controder | Access poink | Device part. Cord holder | Card rmber | Facily code | Event

L& Caed Hoider
B Schedudes
B Acces goups

Swalchbosrd Setup
Dpesaton Admanisialor Monitos Mon Fab, 11 12.56:27 PM L]

1. Main Menu: Easy access to specific software sections.

a. File: Export to Excel (reports only), Print (reports only), Logout, Work Offline, Exit
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Chapter 2. Portal Most Commonly Used Functions

Navigating Portal Software

e.

f.

View: Hardware monitor, Log Monitor (Alarm log, Log details)
i.

i.

Control

i. Stop downloading logs

ii. Upload settings

iii. Synchronize date and time

iv. Direct control

Tools

i.  System utilities (Backup settings, Restore settings, Disk space checkup, Archive event logs, Restore arcived
logs, Database integrity checkup, Check hardware configuration, Detect new Controllers, Administrative Tools
(Deleted card holders, Duplicated card holders, Regional options, Data storage, Firmware)

ii. Card holders (List all, Add new, Batch load)

jii. Schedules (List all, Add new)

iv. Access groups (List all, Add new)

v. Setup

Reports: Working hours report, Event report, Custom reports (New, Save, Save As, Rename, Delete)

Help: Help index, About

2. Control Panel: Add New, Properties, Export (reports only), Print {reports only), Clear {reports and log monitor only)

3. Navigation Panel: Switch between most commonly used software features and full software Setup

a.

Switchboard: Easy access to most commonly used software features

i. Quick access buttons: New Card Holder, Find Card Holder(s), Direct Control, Working Hours Report, Event
Report

ii. Log Monitor - see the real-time list of event logs

iii. Card Holders - see the full list of all added card holders
iv. Schedules - see the list of all added access schedules
v. Access groups - see the list of all added access groups
Setup: Full software setup

i. Access Control: Connection, Controllers, Controller Shared Properties, Anti-Passback, Facility Codes, Card
Holders, Schedules, Access Groups, Holidays

ii. Infrastructure: Company Info, Departments, Titles, Employment Categories, Countries, Provinces
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Chapter 2. Portal Most Commonly Used Functions Navigating Portal Software

iii. Application: General Preferences, Log Monitor Preferences, Operator Groups, Operators

4. Log Monitor/Navigation window. Log monitor entries and software detailed settings will be displayed in this
window.

5. Hardware Monitor panel. Monitor your Controller connections as well as tamper, power failure and low battery
events.

A Warning signal will be flashing on the Hardware monitor panel until the detected problem is resolved. Doble-
click on the flashing symbol to see the Trouble Report.

6. Status panel. Status panel displays the current date and time, the name of a current software operator (e.g. Ad-
ministrator), and the name of a currently displayed software section (e.g. Log Monitor, Event Report, etc.)
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Chapter 2. Portal Most Commonly Used Functions Managing Card Holders

i) Tip
Ignore all zeros (0) printed in front of access
card number and facility code.

2.2. Managing Card Holders

Adding new card holders with Portal software is fast and easy. Up to 2000 card holders can be entered into Portal Card
Access system. All used cards must be of the same format: 26 bit or i*DVR proprietary 46 bit format. All cards shipped
with Portal Card Access System and/or ordered from i*DVR are 46 bit format.

Due to the relationship of software settings, the following should be configured prior to adding a new card holder:
1. Facility Codes

2. Access group(s) (if used)

3. Company Information (optional): department names, employee titles

4. Schedules (if custom schedules will be used)

To add a new card holder, do one the following:

In the Switchboard, click New Card Holder quick access button El

OR

Go (Tools) -> Setup -> Access Control -> Card Holders. Click Add New on the Control Panel Ei or right-click inside
the Card Holders Navigation window and select Add new... from the context menu.

1. The simple New Card Holder form will be displayed.

Mew Card Holder gl
General
Employee number |1
First name Dlga Facility code |10 - Add new
Last name  |Alexeenko Card number | 552
id e e
Show details Ok | Cancel

2. Enter Employee number (if applicable). If the employee does not have a unique employee number, the program
will automatically assign the next available number in a sequence.

3. Enter employee First, Last and Middle (if applicable) names.

4. Select employee card Facility code from the drop-down menu. The facility code is first number printed on the card
(see image). If facility codes were not previously configured, click Add new button and add all used facility codes.

5. Enter employee Card number. The card number is the second number printed on the card (see image.)
6. Click OK to add new card holder or click Show details to add additional employee information.

If Show details button was clicked, complete form will be displayed. (see example below)
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Chapter 2. Portal Most Commonly Used Functions Managing Card Holders

Mew Card Holder gl

General

Ermployee number ’17

First name  |Dlga Facility code |10 - &dd new
Lazt name ’W Card number ’352—

e ] aaaaa 130U

facility code  card number

Security optionz

Access group | A1 Full time Ernploye = Status Active -
Start Date Sat, Map 01, 2004 = Expiry D ate ¥ Mewver

[ lgnore anti-passhack

Contact

Cormpary i30%R International Department | Training -

Title Technical \Wiiter = Categary Ful tirne -

E-mail lolga@iddvrcom  Phone 4162612266 Ext 135
Licenze plate |MAA

v Phato
File narme |D:\Emp|oyee ImagezsOlgadlexeenko.jpg

Hide detailz ak Cahcel

7. In Security options area,

a. Select Access group that the new card holder will belong to from the drop-down list. You may leave the default
Master access group if so desired.

If access groups were not previously configured, you will need to save new card holder, close the form and go
to Switchboard -> Access groups or Tools -> Access groups to create access groups.

b. Select the Status of new card from the drop-down list. Available options are: Active, Destroyed, Expired, Inactive,
Lost, Stolen, Suspended.

c. Configure the new card"s Start Date and Expiry Date. The card will not be accepted when presented to the
reader(s) before the Start Date or after Expiry Date. This feature is very useful for temporary employees, visitors
and new hires that have not resumed their employment yet.

Check off Never checkbox to disabled the Expiry Date.

Check off Ignore anti-passhack checkbox for the new card holder if so desired. All configured anti-passhack
will not apply to this card if this option is selected.
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Chapter 2. Portal Most Commonly Used Functions Managing Card Holders

8. In Contact area,
a. Select Company from the drop-down menu if several companies use the same card access database.

If an additional company name needs to be added or company name needs to be edited, you will need to save
new card holder, close the form and go to (Tools) Setup -> Infrastructure -> Company Info.

To edit exiting company information, click Edit Company properties, click Properties on the Control Panel

@ or right-click on the company entry and select Properties from the context menu.

To add additional company, click Add New on the Control Panel I:i
b. Select Department that the new card holder will belong to from the drop-down list if so desired.

If departments were not previously configured, you will need to save new card holder, close the form and go to
(Tools) Setup -> Infrastructure -> Departments. To add additional department, click Add New on the Control

Panel I:i or right-click inside the Departments Navigation window and select Add new... from the context
menu.

c. Select Title that the new card holder will have from the drop-down list if so desired.

If titles were not previously configured, you will need to save new card holder, close the form and go to (Tools)

Setup -> Infrastructure -> Titles. To add additional titles, click Add New on the Control Panel I:i or right-click
inside the Titles Navigation window and select Add new... from the context menu.

d. Select Category that the new card holder will belong to from the drop-down list if so desired. The default category
is Full time. Available options: Contract, Full time, Internship, Part time, Visitor.

) Note e. Enter other optional contact information: E-mail address, Phone/extension number, vehicle License plate.
These employment categories have no effect . . .

on the Cal:d holder's acgtess level. Access f. An optional avatar photo can be assigned to the card holder. To do so, enable Pheto checkbox and click on the
level is defined by the assigned Access folder icon to select an image. JPEG, BMP, TIFF, GIF and PNG files are recognized. The selected image will be
group. resized to 112x112 avatar-size picture. The card holder"s photo will be displayed in the bottom right corner.

g. Click OK to save new card holder. The settings will be automatically uploaded to all Controllers. Click Close when
card data uploading has completed (see image below).

Uploading card data

Completed: 100%
[ T o Y ]

[ Close automatically when successfully completed

Card syrnchianizing completed on [SW Coinei]: 1 Successed, 0 Failed

Close
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Chapter 2. Portal Most Commonly Used Functions Find Card Holder(s)

2.2.1. Find Card Holder(s)

To search for a specific card holder, do the following:

In the Switchboard, click the Find Card Holder(s) quick access button%& Find Card Holder form will be displayed.

Search criteria
First/Last name | Olga

[T T |852

Show detais | Find Cancel |

Fill out First/Last name of a card holder and/or card number and click Find. Card holders Navigation window will be dis-
played with all card holder records that match the entered information.

Additional criteria may be used for searching card holders: Company, Department, Category. To display additional criteria,
click Show details in the Find Card Holder window.

Search criteria
First/Last name |E'|EIEl

Card rumbser |352

Company Iiﬂ)\a"ﬂ Intemnational E‘
Department [Training ~|
Categony IFuII tirne: ﬂ
Hide detais | Find Cancel |

To open specific card holder"s record, double-click on the desired entry in the Card holders Navigation window.
To browse through the entire list of all card holders, do one of the following:

In the Switchboard, select Card Holders option

OR

In the Navigation Panel, click the Setup -> Access Control -> Card Holders

OR

Go Tools -> Card Holders

In the Card holders Navigation window, the records can be filtered based on Company name, Department, and/or
employment Category.
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Chapter 2. Portal Most Commonly Used Functions Managing Access Groups

2.3. Managing Access Groups

Access Groups allow limiting access of a group of people based on access points (doors) and/or schedules. Access groups
may be assigned to individual card holders and multiple card holders may be assigned to the same access group. Each
card holder may only belong to one access group.

By default, all new card holders are assigned to the default Master access group that gives card holders access to all
access points (doors) at all times.

Due to the relationship of software settings, the following should be configured prior to adding a new access group:
1. Access points

2. Schedules (if custom schedules will be used)

To browse through a list of available access groups, do one of the following:

In the Switchboard, select Access groups option

OR

In the Navigation Panel, click the Setup -> Access Control -> Access Groups

OR

Go Tools -> Access Groups

The Access Groups Navigation window will be displayed.

To add a new access group, do the following:

Click Add New on the Control Panel I_:i or right-click inside the Access Groups Navigation window and select Add
new... from the context menu.

Access Group Properties window will be displayed.
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Access Group Properties

)

General

Marne |.&II Full tirne Emplayees

Allowed acceszs pointz

v 1, & west Door |W0rkdays j
¥ 1, B: South Dioor |Weekends and Holidayz ﬂ
v 2. A East Door |Weekends Oy ;I
v 2 B: Narth Doar |Workdays ;I
v 3. A Front Door |Always ;I

I

[ 3,B:Back Door |

ak | Cahicel

To

configure access group, do the following:

. Enter access group Name. For simplicity, it is recommended to give the access groups unambiguous names, e.g. All

Full Time Employees, Contract Employees, Cleaning Staff, Senior Management, etc.

Check off all allowed access points (doors/readers). Uncheck access points that will be unaccessible to the selected
access group. In the example above, all card holders that belong to "All Full time Employees" access group will have
access to all available access points except for Access point B on Controller 3 (Back Door).

Select access schedule for each allowed access point from corresponding drop-down menus. In the example above,
all card holders that belong to "All Full time Employees" access group will be able to enter Front door at all times,
West and North doors on Workdays, South door on Weekends and Holidays, and East door on Weekends only.

If schedules were not previously configured, you will need to save new access group, close the form and go to
Switchboard -> Schedules or Tools -> Schedules groups to create schedules.

Click OK to save new access group and to close the form.

To assign an access group to multiple card holders, do the following:

Select the desired access group inside the navigation window, right-click and select Assign to card holders... option
from the context menu. A new window will be displayed.
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Assign Access Group To Card Holders

Arncess group:

General Access Group Info

Al Full time Employees

Checked azgigned card holders

R Intermational [C

- Techrical Suppart
Jeffrey Green

=1 [¥] Training
Olga Alexeenko

=1 [¥] Administration
Jessica Morena

]

Cancel

In Assign Access Group to Card Holders window, a list of all card holders sorted by department and company will be
displayed. Check off all users that need to be assigned to the selected access group and click OK.

“1') Important

After assigning Access Group to card hold-
er(s), manually upload settings.
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2.4. Managing Schedules

Schedules are one of the most commonly used functions in Portal Card Access System software. Schedules are used by
Access Groups, Readers, Inputs, and Actions.

Schedules are used by Access Groups to limit card holder access to specific access points (doors) during certain hours
and/or days. The auto unlock function for each Access Paint, all connected Inputs and their Actions also use the same
group of configured schedules. It is therefore recommended to create all custom schedules before configuring access
groups and access points. Two default schedules are available: Always and Never. These default schedules cannot be
deleted and can by used by both Access Groups and Access Points. A total of 30 custom schedules can be saved on Portal
Card Access System software.

To browse through a list of available schedules, do one of the following:
In the Switchboard, select Schedules

OR

In the Navigation Panel, click the Setup -> Access Control -> Schedules

OR

Go Tools -> Schedules

The Schedules Navigation window will be displayed.

To add a new schedule, do the following:

Click Add New on the Control Panel D or right-click inside the Schedules Navigation window and select Add new...
from the context menu.

New Schedule window will be displayed. Four time groups are defined: Workdays (Monday to Friday), Saturday, Sunday
and Holidays. If holidays were not previously configured, you may configure then at a later time by going to (Tools) Setup
-> Holidays.

Each time group has two active time frames (intervals); if only one time frame is required, do not configure the second
time frame. By using active time frames, the operator may exclude certain time period from the time group.

Example. To create a working hours schedule that will exclude the lunch hour (12:00 PM - 1:00 PM), configure two
active time frames: 8:00AM - 12:00PM and 1:00PM - 5:00PM.

The number of active time frames can be expanded to four (4) if required. To increase number of active time frames,
right-click inside the schedule form and select Add time frame from the context menu.
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“1') Important

After creating new schedules, manually up-
load settings.

New Schedule

General

Marne |Workdays

Access schedule

Alvays
Man. - Fri. [
Sat. [
Sun [
Halidays [

Mewer

-

<

<

<

Coopy from esistent zchedule

Active time frame 1

(x]

Active time frame 2

0800 AW == | 05:00 PM —=

[1z004M == ;120048 ==

| = = = =
| = = = =
| = = = =

Ok | Cancel

To configure new schedule, do the following:

1. Enter schedule Name. For simplicity, it is recommended to give the schedule unambiguous names, e.g. Workdays,
Weekends only, Workdays and Weekends, 9 to b, etc.

2. Check off Never checkbox for all days that will be completely excluded from the access schedule. In the example
above, Saturdays, Sundays and Holidays are excluded from "Workdays" schedule.

3. Check off Always checkbox for all days that are included in the access schedule and do not require active time frame
setup (i.e. 12:00 AM - 12:00 AM).

4. Configure one or two (if required) active time frames for desired days. In the example above, "Workdays" schedule
includes days Monday - Friday, 8:00AM - 6:00PM only.

5. Click OK to save new schedule and to close the form.

To simplify the schedule setup process, you may first copy information from existing schedule and then make necessary
changes to it. To copy information from existing schedule, use Copy from existent schedule button or right-click inside
the Schedule form, select Copy from existent schedule from context menu and select the schedule to copy settings

from.

To discard all changes made to the schedule, right-click inside the Schedule form and select Reset schedule from context

menu.
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2.5. Managing Holidays

Holidays are used by Schedules. New holidays may be added to the list at any time. Portal Card Access System also allows
adding yearly holidays that recur on the same day each year.

In the Navigation Panel, click the Setup -> Access Control -> Holidays
OR

Go Tools -> Setup -> Access Control -> Holidays

The Schedules Navigation window will be displayed.

To add a new schedule, do the following:

Click Add New on the Control Panel D or right-click inside the Holidays Navigation window and select Add new...
from the context menu.

New Holiday window will be displayed.

Mew Holiday El
General
Date 141742009 > | v Repeat'fealy
MName |NewYeal

ak. | Cancel

To configure new holiday, do the following:
1. Set the holiday date in the calendar drop-down menu.

2. Check off Repeat Yearly checkbox if the holiday falls on the same day each year (E.g. Christmas, Boxing Day, New
Year, Canada Day / Independence Day)

3. Enter holiday Name

4. Click OK to save new holiday and to close the form

“1') Important

After creating new holidays, manually up-
load settings.
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Direct Control

u;?- Note

To use Direct Control unlock/lock function
on an access point, the Door Lock output
must be properly wired to the Controller
and configured in Portal Card Access System
software.

i) Tin

To change the default unlock time, go to
(Tools) Setup -> Controller Shared Proper-
ties and adjust the Default unlock time (sec)
value.

2.6. Direct Control

Direct Control function allows the operator to manually unlock/lock one or more access points (doors). Note that Direct
Control overrides all schedules, including auto-unlock schedules configured for the access points until midnight of the
same day.

In the Switchboard, click the Direct Control quick access button F—E&. Direct control form will be displayed in the
Navigation window.
The Direct control navigation window displays the list of all available access points sorted by the Controller ID number.

This window also displays the state of the Door Lock device for each access point: Locked . and Unlocked .

By using Move Up and Move Down buttons the operators can rearrange the access points order in a way most con-
venient to them. For example, the access points (doors) that are frequently unlocked manually through Direct Control
feature can be moved to the top of the list.

Portal Card Access Sys )
File View Control Tools Reports Help

Direct control

EI Hew Card Holde:
% Fird Card Helder(s]

1. & Wzt Doot

1. B: South Door . Unlock
& Dwect Control 2. & Eazt Door . Unilock
o 2, B: Nosth Doce . Unlock
° ‘Waaking Hours Blepoet
3. & Front Dioot . Unlock
Evert Flepo. 3.8 Back Dows . Unlock
4+ Movelp | ¥ Move Down Festore: def sult ordes

Elumm:ku| B Lockan

B Log Mot
BB Card Holders
i Soheduss Hatdwaee Moritor
b Access QIoups LT T T
7| p
Swalchboard Setup
Operabor: Administratos Dieect Control Tue Mar, 26 05956:23 PM

To unlock a selected access point (door), do the following:
1. Click Unlock button that corresponds with the access point/door that needs to be unlocked

2. The access point State will change to Unlocked for 5 seconds (default unlock time) after which the access point will
re-lock automatically

Occasionally the access point may need to be opened for an extended period of time (e.g. for delivery).
To unlock a selected access point (door) for a period of time, do the following:

1. Select an access point from the list
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/:I/ Caution

Exercise caution in using this feature.

2. Right-click and select Unlock for... from the context menu. Unlock & Hold window will be displayed.

Unlock & Hold

Unlock. and hald for

3 wlhow(z) |0 *|minis)
Ok | Cancel |

3. Set the unlock time by configuring the number of hours/minutes in the corresponding drap-down menus and click 0K
to close the form and unlock the access paint.

4. The access point State will change to Unlocked. The note will be displayed for the unlocked access point showing
the closing (re-locking) time. In the example above, the Access Point A on Controller 1 (West Door) will re-lock at
8:56 AM.

To re-lock the selected access point (door), do the following:
1. Select the unlocked access point from the list

2. Right-click and select Lock from the context menu.

3. The access point State will change to Locked.

Locking/Unlocking all access points (doors)

. . ) 8 Lockal & Unlock Al ) )
To lock/unlock all access points, click corresponding button: or then click Yes in a

warning window. All access points will be locked/unlocked until midnight of the same day when all regular schedules will
come back into effect.

Remember that this feature will override all schedules, including auto-unlock schedules configured for the access points
until midnight of the same day.
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2.1. Generating Reports

Portal Card Access System software allows generating two types of reports: Working Hours Reports to track employee
attendance and Event Reports to monitor system events such as access and alarm logs.

Three additional buttons are available on Control Panel for generated reports:

% Export generated report into Excel format

@ Print generated report (default printer)

Clear report results

The generated custom reports can be saved for future reference. To save a report, go Reports -> Custom reports -
> Save. Unlimited number of custom reports can be saved.

To save a copy of/rename or delete a saved report, go to Reports menu, Custom reports and select a saved report. Once
the report is displayed in the Navigation window, go Reports -> Custom reports -> Save As.../Rename.../ or
Delete...

2.7.1. Working Hours Report

Working Hours report allows calculating the number of hours that passed between the first and last time the card holder"s
card was presented during the day. Working Hours report can be used for attendance purposes, however it is not designed
for accounting / payroll purposes as the results may not be completely accurate (e.qg. card holder forgets to present the
card to the reader before leaving work).

[
To generate a Working Hours report, click Working Hours Report quick access button E: on the Switchboard or go
Reports -> Working hours report. New report form will be displayed in the Navigation window.

Curent report: New report

Card holder Search interval Calculation settings

Company i3DVR Inte ¥ | | | © This month Totsl working daps |21 B
Department [Tiaining  »| | & Last manth Hours per day 85 ~| Feg
First/Last name moisha ™ Fiom Gl ’m

Card number To [25Maz008 =]

To generate a new report, do the following:

1. Enter as much known information about the card holder as possible: Company, Department, First/Last name and/or
Card number

2. Define the search interval: This month, Last month or a defined time period. Note that the number of total working
days in the selected search interval will be automatically calculated in Calculation settings. If the company does not
operate on a regular Monday - Friday schedule, adjust the number of total working days manually.

3. Select the number of expected Hours per day from the drop-down menu. The lunch time should be included in this
number. In the example above, the selected Hours per day is 8.5, which includes 30 minutes for lunch time.

24



http://www.renderx.com/
http://www.renderx.com/reference.html
http://www.renderx.com/tools/
http://www.renderx.com/

Chapter 2. Portal Most Commonly Used Functions Event Report

4. Select Summarize by option from the drop-down menu. Available options are: Day, Month, Selected period
5. Click Show to run the report according to the entered criteria

6. All matching logs will be displayed directly underneath. To save this report, go Reports -> Custom reports ->
Save.

2.1.2. Event Report

Event report allows generating a custom report of event and alarm logs based on selected time period.

[y
To generate an event report, click Event Report quick access button on the Switchboard or go Reports -> Event
report. New report form will be displayed in the Navigation window.

Cumrent report: New report

Event criteria Search interval
& fllevents O Alams only Event |4l L[ " Today Show
@ fLast] |1 ~| [pas  ~]
Location Cardholder ———— | _ 777 7 Reset
T F }
Canpardgy All - First/Lazt name e | J
To | ' J

Aocess Point |&I « Department Al 'I Ja

To generate a new report, do the following:
1. Select the Event criteria: All events, Alarms only or a specific Event from the drop-down menu
2. Select the specific Access Point (door) to only display events pertaining to the selected Access Point (optional)

3. If the report is needed of the events generated by a specific card holder, enter as much known information about the
card holder as possible: Company, Department, First/Last name (optional)

4. Define the search interval: Today, Last X Days/Hours/Months or during a defined time period.

The defined time period search can be used in two different ways: From the start time of the first day till the End
time of the last day OR From the start time till the End time on each day during the selected time period (see examples
below).

In the example below, the search will be generated for selected events that occurred between 7:00AM on March
20th and 11:00AM on March 26th.

Search interval
" Today

Colast | =l | =l
% From |20 Mar 2008, 07:00:00 &M ~ |
To |26 Mar 2008, 11:00:00 &M x|

™ Check on selected time period

In the example below, the search will be generated for selected events that occurred between hours 7:00AM and
11:00AM on each of the 7 days (March 20, 21...26th).
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Search interyal

" Today

C Last | -] =

 From |20 Mar 2008, 07-00:00 &M |
To |26 Mar 2008, 11:00:00 40 ~ |

v Check on zelected time period

5. Click Show to run the report according to the entered criteria

6. All matching logs will be displayed directly underneath. To save this report, go Reports -> Custom reports ->
Save.
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2.8. Settings Upload

While software and hardware settings are configured on Host PC, the settings are also stored locally on each Controller,
which allows them to operate autonomously from the Portal software application.

Most new settings need to be manually uploaded to the Controllers to take effect. The only exception to the rule are the
following settings: Card holder settings (card holder added/edited/deleted) and Controller settings (Controller added/deleted,
access point enabled/disabled, hardware inputs and/or outputs enabled/edited/disabled). These card holder and Controller-
related settings are uploaded automatically by the Portal software.

To manually upload Portal settings Controllers, do the following:

Go to Control -> Upload settings... in the Main Menu. Upload settings window will be displayed. Three options
are available:

1. Upload updates only. With this option, all updated settings will be uploaded to all Controllers in the network.

Upload settings ...

Upload type
=+ Update only ™ Selected setting to all controllers " Custom

Schedules data changed, 3 schedulefz] need to be updated

Frezs Stat button bo start uploading

Start Cloze |

2. Upload all selected settings to all Controllers. With this option, select desired settings to be uploaded to all Controllers
in the network.

This type of upload is recommended for complete setting upload to all Controllers and as a part of
a troubleshooting process. Do not uncheck anything in the tree list for complete setting upload.
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Upload settings ...

Upload type
" Update only * Salected selting to all cantiollers " Custom

- Selected zetlings to all controbess
Device propeities
[ Cards
[l Schedules
[l Halidays
Cale & Time

Piess Stait button o stat uploading

Start Cloge: |

3. Upload selected settings to selected Controllers. With this option, select specific settings to be uploaded to selected
Controllers only.

Upload settings ...

Upload type
" Update only " Selected zetling to all conbrollers * Custom

- [#] All settings to all conbralers
= [ 1: 5 Comer
=[] &l zettings to S\ Comer

Device properlies
[ Cards
[ Schedules
[ Holidays
[F Date & Time

Frezs Stat button bo start uploading

Start Cloze |

After selecting upload type (Update only/Selected settings to all Controllers/Custom), click Start and wait for "Uploading
completed" message to be displayed, then Close the window.
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Advanced Setup

Topics Covered

- Adding/Deleting Controllers

« Configuring Readers and External Devices (inputs/outputs)
« Configuring Anti-Passback

« Configuring Text Overlay for DVMS
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Adding/Deleting Controllers

3.1. Adding/Deleting Controllers

During Portal initial setup, all Controllers are detected automatically, however, if a new Controller is added to the install-
ation it needs to be initialized and configured first.

To add a new Controller, do one of the following:

Go to Tools -> System Utilities -> Detect new Controllers... Then repeat Steps 6-9 of the Basic Portal Software
Configuration.

OR

Go to (Tools) Setup -> Access Control -> Controllers. In the Controller Navigation window, right-click and select
Add new... from the context menu. Quick Controller Setup will be displayed. Provided that the standard wiring recom-
mendations were followed for the new Controller, use Quick Controller Setup to configure new Controller and all attached
devices.

To delete a Controller, do the following:

Go to (Tools) -> Setup -> Access Control -> Controllers. In the Controller Navigation window, right-click on the
Controller entry to be deleted from the network and select Delete from the context menu.

Note that all enabled access points from all Controllers are automatically added to the Master access group, however the
new access points have to be manually assigned to all custom access groups.
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Configuring Readers and External Devices (inputs/outputs)

. Warning

Remember never to use Portal power board
(P-PWR-U023) to power electric door strike,
magnetic lock, and/or any other external
devices. External power supply must be
used for all door lock outputs and general
purpose devices.

&) Note
If the Controller settings have been previ-

ously customized, Controller Properties
window will be displayed.

3.2. Configuring Readers and External Devices
(inputs/outputs)

The most common external devices such as Door Lock, Door Contact, Request-to-Exit devices, Tamper, Low Battery and
Power Failure are configured during the initial Controller detection. However, all additional general purpose devices [if
any), such as alarms and/or sensors (e.g. motion sensor), must be configured in the Controller Advanced setup. Please
see Configuring Input Settings and Configuring Output Settings sections for more information.

Before configuring external devices in the Portal Card Access System software, first make sure that the device is properly
connected to the Portal Controller. Please consult Card Access Controller Wiring Diagram and Connecting Inputs to Con-
troller, Connecting Outputs to Controller sections for wiring standards.

To configure external devices, do the following:
1. Go to (Tools) Setup -> Access Control -> Controllers

2. Inthe Controller Navigation window the list of all Access Points will be displayed sorted by Controller number. Double-
click on the desired Access Point on the list to open Quick Controller Setup window.

3. Click Advanced Setup button to display Controller Properties window.

Controller Properties @

Genersl I.duu:ess Point & | Access Point B |

Name [/ Coimer Company |iZDVR Intenalional = |
Address 1 -

I Both readers of the coniroller instaled on 1 access pont

Location and other notes
The Contialler Panel i located in the South West comnes of the building

Quick Setup [iT3 | Cancel |

In Controller Properties window, General tab, the operator may rename the Controller, change the Company that the
Controller belongs to, change the Controller Address (Dip switch ID must be changed accordingly on the Controller)
and enter any notes pertaining to the Controller {optional).

If both readers are used on the same access point (for IN access and OUT confirmation], check the appropriate
checkbox in the General tab.
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Assigning Access Points to Access Groups

4. To configure an external device connected to the Controller, select either Access Point A or Access Point B tab, de-
pending on which side of the Controller the device is physically connected to. Please consult Card Access Controller
Wiring Diagram for more information.

3.2.1. Assigning Access Points to Access Groups

Due to the relationship of software settings, the following should be configured prior to assigning access points to access
groups:

1. Access groups (if used)
2. Schedules (if custom schedules will be used)

Selected Controller can be assigned to a previously configured access groups, which may make the setup process much
faster. To assign Controller to access groups, right-click on the desired Access Point on the list and select Assign to
access groups... from the context menu. Assign Controller to Access Groups window will be displayed.

Note that all enabled access points from all Controllers are automatically added to the Master access group, however the
new access points have to be manually assigned to all custom access groups.

Assign Controller to Access Groups g|

General Contraller [nfo

Controller; S Cormner
Access Point & West Door

Access Point B South Door

Access Point & | Access Point B

Checked azsigned access groups

v Al Full time Employees |W0rkdays j
v Senior Management |.&Iways j
v Cleaning Staff |Weekends Oty j
v Contract Employees |.&Iways j

ak. | Cancel |

1. Select desired Access Point tab in the window.

2. Check off all access groups that will have access to the selected Access Point. Uncheck those groups that will not
have access to the selected Access Point.

If access groups were not previously configured, you will need to close the form and go to Switchboard -> Access
groups or Tools -> Access groups to create access groups.

3. Select access schedule for each access group from corresponding drop-down menus. In the example above, all card
holders that belong to "Senior Management™ and "Contract Employees” groups will be able to enter West door at
all times; all card holders that belong to "All Full time Employees" access group will have access to West door based

32



http://www.renderx.com/
http://www.renderx.com/reference.html
http://www.renderx.com/tools/
http://www.renderx.com/

Chapter 3. Advanced Setup

Configuring Reader Settings

“1') Important

After making changes to this form, manually
upload settings.

4.

on "Workdays" schedule, while all card holders in the "Cleaning Staff" access group will have access to West door
based on "Weekends Only" schedule.

If schedules were not previously configured, you will need to close the form and go to Switchboard -> Schedules or
Tools -> Schedules groups to create schedules.

Click OK to save changes and to close the form.

3.2.2. Configuring Reader Settings

To configure additional Reader settings, do the following:

(

3.

In the Controller Properties window, the operator may Enable/Disable the reader, rename the reader and associate
the access point with a specific DVR camera (provided that the connection with the DVR is properly configured in the
Connection setup. See Configuring Text Overlay for DVMS section for more information.

Select Reader entry in the tree list on the left hand side. Reader properties will be displayed on the right side of the
window.

Controller Properties @

General Access Point & ]Access Point B |

[v Emnabled

Mafne fWe-sl Door

v DVF cameranumber |1
I;EE Reades propeities

+ Inputs Reader schedule | Ahways =l
+  Outputs
DOvernde shared properbes Auta urack schedule |Wo|kdays j

[V Activate after 1t card in

Allowed faciibes

__ OuickSeiwp | ok | concel |

In Reader properties, the operator may configure the Reader schedule by selecting one of the previously configured
schedules from the drop-down menu. This schedule will determine when the reader will grant access based on a
valid credentials (card number/facility code). In the example above, reader A will Always grant access based on valid
credentials.

The operator also may configure Auto unlock schedule. To enable auto unlock schedule, select one of the previously
configured schedules from the corresponding drop-down menu.
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Configuring Reader Settings

“i0) Tip
Remember that Direct Control will override

all auto unlock schedules until midnight of
the same day.

The Auto unlock schedule can be activated after the first card holder with a valid card enters the facility. To do so,
the operator must check off Activate after 1st card in checkbox. In the example above, the Reader A will auto-
matically unlock the Access Point called "West Door" based on "Workdays" schedule after the first valid card has
been presented.

. If the system is configured to grant access based on the Facility code rather than the Card number (configured in

Controller Shared Properties), check off up to five allowed facility codes in Allowed facilities. Remember that this
setting applies only to the selected reader.

. To override shared Controller properties for this specific Reader, select Override shared properties entry in the

tree list on the left hand side. Override shared properties will be displayed on the right side of the window.

Controller Properties @

General Access Point & ]Access Poink B |

[v Emnabled

Mafne EWe-sl Door

[¥ DVR camera number |1 >

Reader Dvenide shared properties
+ Inputs Wiew shared properties | W Overide
= DOutputs
= Relay Default unlock time [sec] |5 *| W Detect redock
1: Qutput 1 [Enabled]
2 [Mot Defined] Doot held open delay time  |Ssecond: «| @
= Electionic
3 [Mat Defined] Forced Entiy ¥ Sound local alam
4: Mot Defined)
DOvernde shared properbes|

[ [k | come

a. Toview Controller Shared Properties, click View shared properties button
b. To override the shared properties, check off Override checkbox

c. Change the Default unlock time (sec) in the corresponding drop-down menu for the selected reader (optional).
This unlock time will affect the Direct Control function.

d. Check off the Detect relock checkbox if so desired. Note that if the Detect relock checkbox is unchecked, the
door lock device will not relock when the door closes until the default unlock time (sec) elapses. This means that
if the Default unlock time is configured to a relatively long period of time, several people may enter the facility
before the door re-locks itself without presenting any credentials.

e. Change the Door held open delay time in the corresponding drop-down menu for the selected reader (optional).
If the door is held open for a longer period of time, the local alarm on the reader will be activated until door is
re-locked. To disable this feature, select Disable from the drop-down menu.

f. Check off the Sound local alarm checkbox on Forced Entry event to sound the local alarm on the reader if

the door lock is unlocked without valid credentials being presented to the reader. Uncheck this check box not to
sound alarm. The log will still be generated and displayed in the Log Monitor on the Switchboard.
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Configuring Output Settings

i) Tip
Use this form if the Door Lock output was

not wired according to Card Access Control-

ler Wiring Diagram.

7. To save the settings and close Controller Properties window, click 0K

3.2.3. Configuring Output Settings

To configure output settings, do the following:

1. Select Outputs entry in the tree list on the left hand side, then select one of the outputs: Relay or Electronic. Usually,
Relay 1 is reserved for the Door Lock device. In the example below, Relay 2 output is selected. The properties for
this output are displayed on the right side.

The output number (1, 2, 3 or 4 is determined by the port on the Controller which the output is physically connected
to. Please consult Card Access Controller Wiring Diagram for more information.

Controller Properties @

General Access Point A ],a.,ccm Poirt B |

[V Enabled

Marre fWest Droor

[¥ DVR camera number |1 -

Reader Ouitpt properties
Irputs
o W Enabled
= Relap
1: Output 1 [Erabled)  Meme Jpiam
2 &lam [Enabl
. Electionic I & Furiction type |Eenenaﬂ puIpoge ﬂ
3 Mot Defined] -
4 INO[ D&fil‘l&dl State J}IDE |Ene-gzed ﬂ
DOverinde shaied piopertes

| [0k ] cons

2. Check off Enable checkbox to enable the selected output.

3. Enter the Name for the selected output. For simplicity, it is recommended to give the outputs unambiguous names,

e.g. Alarm, Siren, etc.

4. Select Function type for the output from the corresponding drop-down menu. Only two function types are available

for outputs on Portal Card Access System: Lock Door or General purpose. To connect all external output devices
other than door lock device, select General Purpose.

5. Select State type of the output from the corresponding drop-down menu. The output may either be Energized

[NC) or De-energized (NO). Please follow the device specifications.

6. Repeat steps 1-b for all outputs connected to the Reader A side of the Controller. Please consult Card Access Controller

Wiring Diagram for more information.

7. To save the settings and close Controller Properties window, click 0K
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Configuring Input Settings

’xi:" Tip

Use this form if the common inputs (such
as RTE, Door Contact, Power Failure, Low
Battery and/or Tamper) were not wired ac-
cording to Card Access Controller Wiring
Diagram

3.2.4. Configuring Input Settings

To configure input settings, do the following:

1. Select Inputs entry in the tree list on the left hand side, then select one of the four available inputs. Some inputs
may already be reserved by Request-to-Exit device, Door Contact, Power Failure, Low Battery and/or Tamper devices.
In the example below, Input 1 is selected. The properties for this input are displayed on the right side.

The input number (1, 2, 3 or 4) is determined by the port on the Controller which the input is physically connected
to. Please consult Card Access Controller Wiring Diagram for more information.

Controller Properties @

General Access Point A ],a.,ccm Poirt B |

[V Enabled
Nase fWest Dicor
[V DVA cameranumber |1 -
Reader Input properies
= Irputs
1: Mation sensor [Enabled ¥ Enabled
2 [Mot Defined] |H .
2 [Not Diefined) M arme ohion senzon
4 [Mot Defined] ;
+ Outputs Function type |Eenenaﬂ PUIpOsE ﬂ
Overide shaied piopertiss i
Circuit type |Nnrrna||;l Closed, Twia states j
Input schedule [Weekends and Holidays -]
Aot delay ime 5 = [Mintes |
< 5

| [0k ] cons

2. Check off Enable checkbox to enable the selected input

3. Enter the Name for the selected input. For simplicity, it is recommended to give the inputs unambiguous names, e.g.
Motion sensor, etc.

4. Select Function type for the output from the corresponding drop-down menu. The following function types are
available for inputs on Portal Card Access System: Request to Exit, Door Contact, Power failure, Low battery, Tamper
or General purpose. To connect all external input devices other than the ones listed in the Function type menu, Gen-
eral Purpose.

5. Select appropriate Circuit type for the connected input from the corresponding drop-down menu. Six circuit types
are supported by Portal Card Access System; a separate event log will be generated for each circuit state. Please
follow the device specifications to make this selection.

6. Configure the Input schedule by selecting one of the previously configured schedules from the drop-down menu.
This schedule will determine when the input is being monitored (armed). In the example above, Input 1 on Access
Point A is active based on "Weekends and Holidays" schedule.

7. Configure Abort delay time (seconds/minutes) for the selected input.
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Configuring Input Actions

8. Repeat steps 1-7 for all inputs connected to the Reader A side of the Controller. Please consult Card Access Controller
Wiring Diagram for more information.

9. To save the settings and close Controller Properties window, click 0K

3.2.5. Configuring Input Actions

Actions allow establishing a link between the inputs and outputs connected to the Controller. For example, if the mation
is detected by the connected input, the output alarm device will be turned on.

To create an action for a configured input, do the following:

1. Select it in the tree list on the left hand side, right-click and select Add new action... from the context menu. In
the example below, action was created for Input 1 on the Access Point A. The properties for the new action are dis-
played on the right side.

Controller Properties @

General Access Point A ]Access Poirt B |

[v Emnabled

Mafne fWe-sl Door

v DVF cameranumber |1 x

Reader & Mabion sensor, Alarm on Motion Dete.. properties
- Inputs ¥ Enabled
= 1: Mation sensar [Enabled
Action 1: Alarm an Mo Marne !Mmmmhlolian Detechion
2 [Mot Defined)
3 [Not Defined) Schedde  |Weskends and Hobdays =]
4 [Not Defined]
+ - Outputs Source event |Input Alam |
Dvernde shaed properbes
Tapet | Alam |
Taeel action |On -
Duration [‘sec]I'Iﬂ -
< >

| [k | come

2. Check off Enable checkbox to enable the new action

3. Enter the Name for the created action. For simplicity, it is recommended to give the actions unambiguous names,

e.g. Alarm on Motion Detection, etc.

4. Configure the action Schedule by selecting one of the previously configured schedules from the drop-down menu.

This schedule will determine when the action is active. In the example above, Action 1 on Input 1, Access Point A is
active based on "Weekends and Holidays" schedule.

5. Select appropriate Source event from the corresponding drop-down menu. The source event is a "trigger" event

that happens on the configured input and that will in turn activate related action. The list of available source event
will depend on the input"s Function type.

Request to Exit events: Door unlocked on RTE
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Configuring Input Actions

9.

Low Battery events: Low battery, Low battery restored
Power failure events: No power, No power restored

Door Contact events: Door held open, Door held open restored, Forced entry, Forced entry restored, Input trouble,
Input trouble restored

Tamper events: Tamper violation, Tamper violation restored
General purpose events: Input alarm, Input alarm restored, Input trouble, Input trouble restored

Configure the Target by selecting one of the previously configured outputs from the drop-down menu. The target
defines which output will be activated when source event on the input is detected. In other words, which output will
be activated as a result of this Action.

In the example above, Alarm output on Access Point A will be activated on Input Alarm event detected on Input 1 on
Access Point A.

Configure Target action from the corresponding drop-down menu. Depending on the selected output, the target
actions may be On/Off (for General Purpose outputs) or Lock/Unlock (for Door Lock outputs).

Configure the Duration (sec) time for the new action. This time will specify how long the target output will remain
active/inactive (depending on Target action). In the example above, Alarm output will remain ON for 10 seconds when
Input Alarm is detected on Input 1. It is possible to set unlimited duration time, to do so select Forever from the
drop-down menu.

Repeat steps 1-8 to create additional actions if so desired.

10. To save the settings and close Controller Properties window, click 0K
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Configuring Anti-Passhack

1 .’ Important

Anti-pass back will be forgiven at midnight
of each day.

3.3. Configuring Anti-Passback

Anti-Passback is a feature that against more than one person using the same card or number by preventing successive
use of one card to pass through any access point in the same direction. This feature is optional and may be used in
higher security applications.

To configure Anti-Passback feature, do the following:

Go to (Tools) -> Setup -> Access Control -> Anti-Passback -> Edit Anti-Passback properties. The Anti-Passback window
will be displayed.

Portal Card Access System offers two types of Anti-Passback: Timed and Standard. These two anti-passback types are
mutually exclusive, which means that each Controller on the network may participate only in one type of anti-passhack
at-a-time.

Timed Anti-passback prevents the use of the same card on the same Reader (door| for a period of time up to 1 hour.
After the set time elapses, the card may be presented to the same reader (door] again.

Standard Anti-passhack requires assigning the readers with a status of either IN or OUT, where the card must be first
presented to the IN reader for entry and then to OUT reader on exit. The same card may not be re-used on the IN reader
until it is presented to the OUT reader. Standard anti-passback can only be used on the two readers connected to the
same controller. Ideally, these readers should be mounted on the inside and on the outside of a single door of a secured
facility.

Both Timed and Standard anti-passback settings can be set to either Soft or Hard type. In case of the Soft anti-passhack
setting violation, the access will still be granted, but a violation log will be generated. In case of the Hard anti-passhack
setting violation, the access will be denied and an alarm log will be generated.

Sample of a Floor Plan

} Back Door *~, North Door

Contraller 4
i Rl Electrical Room ;
W - Controller Reader Out 5
[=]
Reader In (=]
|_T-—~ K+
. ontraller 2
“NE Corner”
IFLF
H
oo ®
1
P | ][
~ i % f] J |
§ s £ _FC 3 '
“lmE 3 ontroller —
£ £ ; “Closet” '3 [-B
= o P

| ; South Door Front Door
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3.3.1. Configuring Timed Anti-Passhack
Timed Anti-passback is configured separately for each reader.
To configure Timed Anti-Passback, do the following:

1. Click Timed tab in the Anti-Passback window. A list of all Controllers with their enabled readers will be displayed.

Timed | Standard |

[¥ Enable

Drelay time Type

" Setindividually & Share |10 min 'I & Setindividually ( Shase E
Checked readers that will support timed anti-passback

1: S Corner -
v & West Door Time | I S R

¥ E: South Door Time | = Type St v

2 ME Comer

[V & East Doot Time | | Type [0t v

v B: Morth Door Tire | 2 I 7 R

3: Cloget

[ & Front Door Time | | Type |[Had <]

¥ B: Back Door Time | | Type s =]

4: Electical Hoom

I Time I _l Type [ J

I Time | =l Tepe | =l =

Wil summary 0K | Cancel |

2. In the Delay time area, select Set individually radio button to set individual delay time for each participating
reader.

OR select Share radio button to set the same delay time for all participating readers. If Share option has been selected,
set the shared delay time from the drop-down menu. Available delay time options are: 5 min, 15 min, 30 min, 45
min and 60 min. Delay time determines how many minutes must pass before the card holder can present the same
card to the same reader.

In the example above, the shared delay time has been set to 10 minutes.

‘1) Important 3. In the Type area, select Set individually radio button to set individual anti-passback type for each participating

Remember that anti-pass back will be forgiv- reader.

en at midnight of each day.

OR select Share radio button to set the same type all participating readers. If Share option has been selected, set
the shared type from the drop-down menu. Available type options are: Soft and Hard. Anti-passback type determines
whether or not access will be granted in the event violated anti-passback.
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Configuring Standard Anti-Passhack

1) Important

After making changes to this form, manually
upload settings.

1) Important

Standard Anti-passback is configured separ-
ately for each controller.

In the example above, the anti-passback type is configured individually for participating readers.

4. Check off all readers that will support timed anti-passback. In the example above, both readers from Controllers 1,2
and 3 will support timed anti-passback. Readers from the Controller 4 participate in the Standard anti-passback and

therefore may not be selected for Timed anti-passback.

5. If Set individually was selected for the delay time setting, configure the delay time for each participating reader

from the corresponding drop-down menu.

6. If Set individually was selected for the type setting, configure the type for each participating reader from the

corresponding drop-down menu.

According to the settings in the above example, the card holder will not be able to re-enter the Front Door for 10 minutes
after their card was first presented to the Front Door reader. While North, South, East, West and Back doors all participate
in the timed anti-passback, the card holders will still be granted access if their card is presented twice to either one of
the doors within a 10-minute period. An anti-passhack violation log will be generated in this case (use the sample floor

plan image as a guide to better understand these settings).

3.3.2. Configuring Standard Anti-Passback

To configure Timed Anti-Passback, do the following:

1. Click Standard tab in the Anti-Passback window. A list of all Controllers with their enabled readers will be displayed.

Anti-Passback

Timed  Standard |

v Enable

Tvpe
" Sebindividually * Share Hard -

Checked Controlless that wall support standard ant-passback

=
A west Door In#Out | I J Type |- J
B: South Doar Infut | Type | =l
-

A: East Door In/out [ | Type | -]
B: Morth Door In0ut | Type | =l
-

A Frant Doar InAdut | b J Type | J
B: Back Door Infout | Type | ~]
[¥ 4 Elechical Room

& Reader In IndOut |IM | Tvpe

B: Reader Out InA0ut |OUT Type

%]

Wiew summary QF, | Cancel |

2. In the Type area, select Set individually radio button to set individual anti-passback type for each participating

reader.
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Configuring Standard Anti-Passhack

1 -J Important

After making changes to this form, manually
upload settings.

OR select Share radio button to set the same type all participating readers. If Share option has been selected, set
the type time from the drop-down menu. Available type options are: Soft and Hard. Anti-passhack type determines
whether or not access will be granted in the event violated anti-passback.

In the example above, the shared type has been set to Hard.
Remember that anti-pass back will be forgiven at midnight of each day.

3. Check off all controllers that will support standard anti-passback. In the example above, Controller 4 will support
standard anti-passhack. Controllers 1, 2, and 3 participate in the Timed anti-passback and therefore may not be selected
for Standard anti-passback.

4. If Set individually was selected for the type setting, configure the type for each participating reader from the
corresponding drop-down menu.

According to the settings in the above example, the card holder will not be able to re-enter the Electrical Room without
presenting their card to the "Reader Out" first. This setting also means that if the card holder has entered the secured
room without presenting their card to the "Reader In" first (e.g. the door was ajar, someone else has used their card to
let the card holder in), access will not be granted (use the sample floor plan image as a guide to better understand these
settings).
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Configuring Text Overlay for DVMS

&) Note
If the Controller settings have been previ-

ously customized, Controller Properties
window will be displayed.

3.4. Configuring Text Overlay for DVMS

It is possible to configure Portal Card Access System to display logs on one of the i¥DVR DVMS video channels in form
of text overlay. The DVMS must have a static [P address (no dynamic IP addresses are supported in this version) and a
valid SPK key with text overlay support.

To configure Portal Card Access System for text overlay, do the following:

1.

Go to (Tools) -> Connection -> Edit Connection properties. Connection window will be displayed.

Connection EJ
Hardware connaction
& Serial Port |EEE ~ Baudrate |%600 ~+|bps
" TCPAP IP Fort I

¥ DVR TCPAP connection
1P 192,168, 10 . 39 =

E111
0K |

Cancel |

In the Connection window, check off DVR TCP/IP connection checkbox.

Enter the DVMS IP address (can be located in the DVMS Setup -> Server Info setup tab)
Enter 6111 as the text overlay Port

Click OK to save changes and close the Connection form.

Go to (Tools) Setup -> Access Control -> Controllers

In the Controller Navigation window the list of all Access Points will be displayed sorted by Controller number. Double-
click on the desired Access Point on the list to open Quick Controller Setup window.

Click Advanced Setup button to display Controller Properties window.

In the Controller Properties window, check off the DVR camera number checkbox and select the desired DVMS video
input (refers to the Channel number and not to the physical BNC input number) from the drop-down menu. All event
logs generated by this reader will be displayed on the selected DVMS channel.
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Controller Properties rg|

General Access Pornt A | Access Point 8 |

[¥ Enabled
N ame I‘WeﬁDow
[# DVR camers number |1 bt
R [ Resderpiopettes
# Irguits Reader schedule | Always |
#  Dutputs
Ovenide sharsd propais Auto urock schedde [Workdays =l
[ Activate siter 15t cardin
Allpeed fachineg
lick Seip_| [ox ] _ comu |

10. Repeat steps 7 - 9 for all desired readers. The operator may choose to associate all readers with the same video
channel on DVMS or send event logs from different readers to different video channels. This type of setup may be
preferred when DVMS cameras monitor Portal access points. The DVMS must have an SPK key that supports multiple
text overlay channels if the text overlay from Portal Card Access System is being sent to multiple DVMS video channels.

@ Important On the DVMS side, the operator must enable Text Overlay for all video channels selected in Portal Card Access System.
After completing the setup, manually upload Configure the Text Overlay Area, Text Color and Text Delay Time according to user preference.
settings.

11.

12. After uploading the settings, present a card to any of the configured readers to test text overlay function. The result
should be similar to the one presented below.

DENIED - cAk0] AUMBER DOE
SF —

A MORENRA
R
S GRANTED ON VAL ID CARD, R
HUMBER

OLGA ALEXEENKO

 S0UTH DOOR
ACCESS GRANTED ON VAL ID CARD R
EQUEST BY CARD HUMEER

13. Once the text overlay is properly configured on both sides (SRX-Pro and Portall, the operator may start using the
camera icon that accompanies each event in the Portal Log Monitor. On double-click, the DVMS will open the corres-

ponding video channel in the SRX-Pro Search mode. The exact moment of the event occurrence will be displayed in
the search mode.
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Chapter 4. Appendix

Step-by-Step Hardware Installation Guide

i Tip
Take time to carefully label all connections,

this will simplify the servicing procedure
later on.

& ] » Caution

Any deviations from recommended installa-
tion sequence may result in the loss of
product warranty.

. Warning

Do NOT apply power to the unit until all in-
stallation steps, including wiring, mounting
and grounding have been correctly com-
pleted. Remember to turn the power OFF
when servicing the panel.

4.1. Step-by-Step Hardware Installation Guide

Thank you for purchasing Portal Card Access System, a product of iDVR International.

This step-by-step manual describes the current installation considerations for the Portal Card Access system. The following
document is designed to help a qualified technician to complete the installation safely and effectively. Before proceeding
with the installation, please read the Installation Guide thoroughly and follow the instructions exactly. The following steps
must be completed in order to set up the Portal Card Access system.

Step 1. Unpacking the Portal Card Access system and identifying system components

Step 2. Mounting Portal Card Access system on the wall

Step 3. Grounding Portal Card Access system

Step 4. Setting Portal Controller board(s) ID

Step 5. Connecting Power board(s to Controller board(s)

Step 6. Connecting DBY cable (RS-232) to first Controller board in the daisy chain

Step 7. Connecting Readers to their respective Controller board(s)

Step 8. Connecting multiple Controller boards into a daisy chain RS-485 network (if applicable)
Step 9. Connecting Inputs to the Controller board

Step 10. Connecting Outputs to the Controller board

With any further questions or concerns, visit our website at http://www.i3dvr.com or contact our technical support team
at 1-877-877-7241.

4.1.1. Unpacking

Make sure all the parts listed below have been included.

Power Board (P-PWR-U023) and Portal Controller boards (P-CA288) come pre-mounted inside the Portal chassis (P-
PORTALCHASSIS). The accessory box (P-ACCESSORY) along with the installation manual (P-PORTALMANUAL) will be
resting on top of the mounted boards inside the chassis.
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TCP{IP Converter TRTETL. RIS [T
Board X 1 (optional) ; —= ~ Og 2
oo Td L2 [ 8 pey g0 3
—_— . H 1 0B :| o 4
POIrTAL z 0= &0F§
CARD ACCESS SYSTEM E = g SR A N B N R
lid L] 3 0 L
Installation Manual X1 Power Board X 1 Partal Cantroller X1
Accessory Box Content List
— — & =~
@
- =
Chassis X 1 /\.
- | |
= | B | =
i L
Bl | O ML ]
Card X 8 KeyFob X2 Batery BracketX 2
A £ Reader X 2 im -
e > = Zip Ties X 4
POCTEL s g NI
e (27 " Comm—— ¥
Resistor X 10 Battery & DBY Cable X1 ¥ ZipTiesX8 Screws XS
Connector X 2

Accessory Box X1

Part No. arty Deseription

Portal Chassis. CamLock Included, Equipped with a Tamper Switch.
P-PORTALCHASSIS 1 Supports 1 x P-CA288, 1 x P-PWR-U023, 1 x 13-S2E (optional),

1 x Battery (not included)

P-CA288 1 Portal Card Access Controller Board. Supports 2 Readers
Power Converter Board. Converts 24-28VAC input to 12VDC;
P-PWR-UD23 1 supports Low Battery, Power Failure and Tamper inputs;

charges the hattery.

Aladdin 24 Proximity Reader. Wiegand Output, 4 to 5.5 inch Read
Range, Metal Compensated, Mullion Width Indoor/Outdoor

Portal Accessory Box. Contains 2 x Keys, b x Screws,
P-ACCESSORY 1 2 x Battery Brackets, 2 x Battery Connectors, 4 x 6" Zip Ties,

8 x 3" Zip Ties, 10 x Resistors, Software CD willser Manual

P-ALADDINZ4 2

P-PORTALCARD 8 Badge Card. Pre-punched in Portrait Orientation
P-PORTALKEYFOB 2 Praximity Key Tag
P-PORTALDES 1 6 foot serial 9-pin DB9 Cable to connect P-CA288 to PC/DVMS

P-PORTALMANUAL 1 Printed Installation Manual for Portal Card Access System
(1) Serial to TCP/IP converter board for the Portal Card Access
Optional | System

13-52E

Accessory Box Content List
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Mounting Portal Card Access System

o

Resistor X 10  Battery Connector X2 6 DB9 Cable X1

[ — &
=
o I
|
R =
PO /Y
Card X8 Key Fob X 2 Battery Bracket X 2
——
6" Zip Ties X 4
= AR
FE T [C——— T
3" ZipTies X 8 Screws X5

Additional parts required for each Controller (not included in the package):

e 74-728 AC, 40 VA, 1-3 Amp Transformer

e 12V Battery, recommended 7.0 Ah

It is the installer"s responsibility to purchase and install additional required parts. A 24-28 AC transformer is required to
convert commercial 110 AC to 24 VAC accepted by power board (P-PWR-U023). Power board will then convert 24 VAC
to 12 VDC accepted by Portal Controller board (P-CA288).

Compatible battery type: 12V rechargeable battery, recommended rating of 7.0 Ah. The unit will operate normally without
a battery, however battery-operated power backup is highly recommended to prevent Portal system downtime due to

power failure.

4.1.2. Mounting Portal Card Access System

Mounting

® The operating environment for the Portal is 0° to 70°C (35° ~ 150°F) and 20-80% RH non-condensing

e The dimension for the Portal chassis is: 14" H x 11 % “ W x 3 %" D (35.56 cm H x 29.85 cm W x 8.26 cm D)

e Screw the Portal chassis onto a secure wall
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Grounding Portal Card Access System

Mounting holes are:

- 1.5” (38 mm) from
the top/bottom

-1.14” (29 mm) from
the side

4.1.3. Grounding Portal Card Access System

Grounding the Portal metal chassis box is very important to prevent damage due to lightning or static discharge. Direct
grounding of the chassis is essential and can be done by connecting a 16 AWG or heavier cable to earth ground. The
length of grounding cable must not exceed 50 feet (15 m). Each Portal chassis should be grounded individually to the
earth ground.

When installing Portal, you MUST ground yourself to prevent static discharge. Do not apply power the unit before com-
pleting all installation steps and correctly grounding each Portal Controller Chassis (P-PORTALCHASSIS).

Grounding multiple Portal panels.

P-CA288 P-CA288
Reader B Portal Card Reader A Reader B Portal Card Reader A
Access Controller Access Controller
| Board #1 Board #2 |
GND
RX
X B AR
| |
| |
I I
RS-232 ' RS-485 !
€«-—————- xS T )

4.1.4. Configuring Controller ID

To locate the dip switch on the board, see the Card Access Controller Wiring Diagram.

Earth Ground

Use the dip switch on the Portal Card Access board(s) to configure ID for each Controller board in the network. Portal
Card Access System supports up to 16 Controller boards in a single network, each one must be assigned a unique ID from

”1” 10 lI’lBII-
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Each Controller board has 8 dip switches, first 4 (four) are designated for configuring the Contraller ID. Follow the table

below to set the Controller ID.

Complete this step for each Portal Controller board.

DipSwittch# 1 2 3 4

O oo~ G g & M —

Controller 10 Number

10
1
12
13
14
15
16

5@ L] E 6D o6 ..
DOEEDONOEGEDOLDEGE LD D EGED]
OEEEEODDDOEGEGEEE EDE]
DOEEEMEMEGEGEED LD DD LD DO

Contoller Addressing

1 2 3 4
ON OFF OFF OFF
OFF ON OFF OFF
ON ON OFF OFF
OFF OFF ON OFF
ON OFF ON OFF
OFF ON ON OFF
ON ON ON OFfF
OFF OFF OFF ON
ON OFF OFF ON
OFF ON OFF ON
ON ON OFF DN
OFF OFF ON ON
ON OFF ON ON
OFF ON ON ON
ON ON ON ON
OFF OFF OFF OFF

4.1.4.1. Controller Dip Switch

Aside from Controller addressing, the Controller dip switch is also used to configure Controller baud rate, enable system

for firmware upgrade and to terminate the data transmission for longer cable runs.

Dip Switch  Function
1~4 Controller Address
5~6 Controller Baud Rate
7 Program Mode
8 Termination (RS-485)

The baud rate used for Portal Card Access system is 3600, therefore dip switches b and 6 must be left in the OFF position

on ALL Controllers in the network.
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Baud Rate Setting
Dip Switch# 5 6 5 6

9600 [g] [ OFF OFF
19,200 M & on oFF
38,400 [ ™ ofF oN

Baud Rate

115,200 [ [ ON ON

. Warning

Electric door strike, magnetic lock, and all
other peripheral devices must use external
power supply. Although the Portal Card
Access System comes with a power board
(P-PWR-U023), it is designated for the
Portal Controller board use ONLY.

Dip switch 7 must be in the ON position an/y during the firmware update. For normal operation, dip switch 7 must remain
in the OFF position.

Program Mode Selection
Dip Switch# 7 7

Normal Operation Mode [g] OFF

ISP ( In-System Program) Mode
Firmware Upgrade Mode H e

Dip switch 8 is used when the total cable run in the daisy chain is longer than 984 ft (300 m). In this
case, dip switch 8 must be in the ON position on the last Controller board in the chain, leave the dip
switch in the OFF position for shorter cable runs. Dip switch 8 must stay in the OFF position at all times
for all Controller boards except for the last one in the chain.

Termination Mode

Dip Switch# 8 8
No Termination
Total Cable Run <984' (300m) &l OFF

Terminate 120 Ohm 0
Total Cable Run >984' (300m) L3 ON

4.1.5. Connecting Controller to Power Board

Power board converts the 24 VAC to 12 VDC. The Portal Controller board requires 10.8 to 13.2 volts DC and draws ap-
proximately 250mA.

Each Portal Card Access system comes with a Power board, pre-mounted inside the Portal chassis. Remember that the
24-28 AC, 40 VA, 1-3 Amp transformer is required to convert the 110 AC to 24 VAC accepted by Power board. Transformer
is not shipped with the system and must be purchased separately by the installer.

Connect the 24VAC power transformer to the AC terminals on the Power board (P-PWR-U023). Then connect the Con-
troller board (P-CA288) to the DC terminals on the P-PWR-U023. Follow the Card Access Controller Wiring Diagram to
properly wire the Portal Controller board to Power board.

Next, install the 12V rechargeable battery (not included with the system) inside Portal Chassis. Connect the battery to
the corresponding terminals on the Power board (P-PWR-U023). Note that each Partal Controller board requires a separate
battery.
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i) Tip
A single transformer could be used for all
Portal Controller boards in the network. The
transformer rating needs to be adjusted ac-
cording to the number of Portal Controller
boards connected to it.

g-‘ Note

Skip this step if TCP/IP interface is used to
connect first Controller to Host PC and refer
to Serial to TCP/IP Converter Board section
for further instructions.

Complete these steps for each Portal Card Access panel.

Portal Card Access
P B
ower Converter Board | ,_ + | Controller Board
(P-PWR-U023) (P-CA288)

24 VAC to 12VDC - o 12VDC

24-28 VAC
40 VA

Transformer

110 AC

4.1.6. Connecting RS-232 DB9 Cable to First Controller

Connect DBY RS-232 cable (P-PORTALDBY) shipped with the system to the first Portal Controller board in the daisy chain.
This cable will be later connected to the COM port on the Host PC in order to communicate with the installed Portal
software application. Follow the Card Access Controller Wiring Diagram to properly wire the DB cable to the Controller
board.

Complete this step only for the first Controller board in the network chain.

Follow the table below for maximum RS-232 cable runs. Since 9600 baud rate must be used with Portal Card Access
system, the maximum RS-232 cable length may not exceed 150 feet (50 meters).

For longer cable runs, TCP/IP interface upgrade can be used. See Serial to TCP/IP Converter Board section for more in-
formation.

Baud Rate = Maximum Cable Length (RS-232)
9,600 150 feet(H0 meters)
19,200 b0 feet (15 meters)
38,400 J0 feet (12 meters)

115,200 12 feet (4 meters)

Communication to the host computer via RS-232 serial COM port.

RS-232 Controller to Host PC Connection
Controller | DBY Connector | DB25 Connector
Tx FIN 2 FIN 3
Rx PIN 3 FIN 2
GND PIN 5 FIN 7

4.1.6.1. Serial to TCP/IP Converter Board

If Serial to TCP/IP converter board (I3-S2E) was purchased as a part of the optional system upgrade, you will need to
connect the converter to the 5-pin ethernet connector on the Controller board. See Card Access Controller Wiring Diagram
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to locate the ethernet connector on the P-CA288 board. Then connect the Ethernet connector to Local Area Network and

connect the Host PC to LAN as well.

Set the converter"s IP address with the dedicated software application found on the software CD that is shipped with
the system. During Portal Card Access System software installation enter the converter"s IP address and port number

in the Controller Connection setup. The default port number is 10001.

4.1.6.2. Configuring IP Address for TCP/IP Converter

The IP address of the TCP/IP converter is configured with the Lantronix software that can be found on Portal Card Access

System CD that is shipped in the accessory box.

Follow these instructions to configure the IP address for TCP/IP converter:

1

8.

9.

Connect the RJ45 network cable to LAN (switch, hub, etc.) on one side and to TCP/IP converter board on the other

side.

. Connect the TCP/IP converter board to the 5-pin connector on the Controller board.

Open the Portal Card Access System CD and locate Lantronix folder.

Double-click the Launch.exe file inside the Lantronix folder.

The Xport Direct Device Server wizard window will be displayed. Click on Devicelnstaller option.

Lantronix Device Installer wizard window will be displayed. Click Next.

. In Select Installation Folder screen, select installation drive and folder by clicking Browse... or keep the default in-

stallation folder (recommended).

Select Everyone radio button and click Next.

1 Lantronix Devicelnstaller 4.1.0.10

Select Installation Folder

The instaler will install Lantraniz Devicelnstaller 4.1.0.10 to the: following folder.
To install in this folder, click "Mest". Ta install 1o a different folder, erter it below or click "Browss".

Ealder:

|C:\Program Files\Lantronix\Devical nstalier Brovese... f

Irstall Lantronix Devicelnztaller 4.1.0.10 for yowself, or for anpone who uses this computer:

(%) Eveyone

O dust me

[ Cacet || <Back || weas 1]
b

In Confirm Installation screen, click Next to proceed with the installation.

Wait while the Lantronix Devicelnstaller software is installing onto the local system.
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10. Wait for the Installation Complete screen to be displayed and click Close.

11. Go Start -> All Programs -> Lantronix -> Devicelnstaller -> Devicelnstaller to launch the Lantronix
Devicelnstaller application.

12. I you have multiple network adapters (netwark cards) on your PC, click Yes in the Multiple Network Adapters Present
window, then check off the desired Local Area Connection to be used in conjunction with this application and click

OK. This step does not apply if you have only one network adapter installed on your PC, the default available Local
Area Connection will be selected automatically.

[® options
Hetwork | Customization |
Use the Following network adapker:
Name IP Address Subnet mask:
D Local Area Connection 2 10.168.1.3 255,255,255.0
Local Area Connection 192.168.10.115 255,255,255.0
[ox ] [Lcomcl | [ _awch |

13. In the Lantronix Devicelnstaller application window, click the Search button to search for the TCP/IP converter on
LAN.

8 | antronix Devicelnstaller 4.1.0.10

File Edit VYiew Device Tools Help

e

= Py Lavironis Devices - 0 device(s]

l Type  Mame Group  IP Address
= gl Local Area Conmection [152.168,10.115)

Hardware Addiezs  Status

[
@ Ready

14. The XPort Direct device will be displayed as shown in the image below. Write down the Hardware Address displayed
for XPort Direct device in the right window pane, then click the Assign IP button.
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8 | antronix Devicelnstaller 4.1.0.10

File Edit ¥iew Device Tools Help

Search | Assign 1P
= 5 Lantronix Devices - 2 devices)

2 Type IP Address Hardware Address  Status
= d g";'::”:’ Connection (1921688.10.115) || cgtéPon Divect 19216810154  O0-20-4A87-01-CF  Onine
(& il

ﬂ Ready
15. In the Device Identification window, enter the Hardware Address noted in the previous step and click Next.
TN
( \i/ | Tip
The Hardware Address is the MAC address, s Assipn IP Address

%]

which is also printed on the TCP/IP convert-

. Device Identification
er device (I3-S2E).

Enter the hardware address of the device. This is bypicaly printed on
the badk paned of the device in the form "1 2-34-56-75-28-8C",

00-20-44-87-01-CF

[(net> | [ coned | [ veo |

16. In the next window, select one of the two available options: Obtain an IP address automatically or Assign a
specific IP address and click Next.

Select the first option to assign the IP address automatically, select the second option only if specific IP address is
preferred.

If the first option is selected, simply click Next in the IP Discovery Settings window. If the second option is selected,
enter IP address, Subnet mask and Default gateway, then click Next.

17. Click Assign button in the Assignment window and wait while the IP address is being assigned to the device.
18. Wait for the "Completed successfully" message to be displayed, then click Finish.

19. If the IP address was assigned automatically to the TCP/IP converter, make a note of the device IP address.

20. Close any Lantronix windows that may still be open.
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4.1.7. Connecting Reader(s) to Controller

fﬁ) Note Each Portal Controller board supports up to 2 (two) proximity readers (P-ALADDIN24), readers A and B. The readers
' support Wiegand output, 26 bit and/or i3DVR proprietary format, 46 bit.

This step may also be completed after sys-
tem mounting.

Follow the Card Access Controller Wiring Diagram as well as a wiring diagram below to properly connect each reader to
Portal Controller board.

=) Note Complete this step for each Portal Controller boards.
Al access cards (P-PORTALCARD) purchased . .
from i*DVR are 46 bit i3DVR pm;ietary Seven wires from each Reader must be connected to the Portal Controller board terminals:
format.
Wire Color Controller terminal Purpose
! ) Important orange not used cut and tape
The cable run from the reader to Controller violet not used cut and tape
board must not exceed 1000 ft (305m).
Shielded Straight 22 AWG 6 Stranded cable blue not used cut and tape
must be used for this connection.
red 12V 12VDC power
black GND ground
white D1 Data 1
green DO Data 0
yellow BUZ buzzer (optional)
brown GLED green LED
silver (shield) shield earth ground at panel

Buzzer (optional) is used to sound local alarm
in case of detected forced entry and door 12 VDC Power (red)
held open. Buzzer is also used to indicate

that the card has been successfully read by

the reader device. Ground “.'I|EC|{]

AS OGN9I ACL

1a

Data 1 (white)

Data 0O (green)

d1dv3id

Buzzer (yellow)

QOOOOOOE,

0319 03d Zn8 o0a

|
Green LED (brown) “

The two supported readers may be used on two separate access points (doors) for the IN access to the premises or on
a single access point (door) for IN access/OUT confirmation.
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i) Tip
To prevent interference, avoid mounting the
readers back-to-back. Use shielding between

back-to-back readers to prevent interfer-
ence.

_g." Note

Skip this step if only one (1) Portal Contral-
ler board is used.

ﬁ Note

Up to 16 Controller boards can be used in
a single network.

When installing two readers back-to-back on opposite sides of the wall at a doorway, interference may occur preventing
the normal operation of the readers. Avoid installing the readers back-to-back, instead space them out along horizontal
axis. In addition, insert metal between the back-to-back readers, for example, aluminum foil spread out in the space
between the drywall, or a metal sheet (larger than the reader) between one reader and the wall behind it.

A metal shield behind a reader will shorten its read range in front of the reader.

Depending on whether readers are used on two or one access point (door), the designations for input and output devices
will change. See Card Access Controller Wiring Diagram and Connecting Inputs to Controller, Connecting Outputs to
Controller sections for more information.

Please also refer to Aladdin 24 Proximity Reader installation sheet for more instructions.

4.1.8. Connecting Multiple Controllers into a Network (RS-
485)

Connect all Portal Card Access system into a single daisy-chain network. Follow the Card Access Controller Wiring Diagram
to properly connect Controllers into a network. Use single twisted pair, shielded, 18 to 22AWG cable.

All used Controller boards must be connected into a daisy-chain network via RS-485 interface. The first Controller in the
chain will be connected to the Host PC via RS-232 interface (See Connecting RS-232 DBY Cable to First Controller section
for more information). If the total RS-485 network cable run length exceeds 984 ft (300 m) but is still within allowed
4000 feet (1200 m), terminate the data transmission on /ast Controller in the chain with the dip switch #8. (See Controller
Dip Switch section for more information)

Complete this step for the each Controller boards in the daisy chain.

Controller Controller Controller
HOST PC no. 1 no. 2 no. 16
: |
I |
I !
___________ -
RS-232 RS-485 Up to 16 Controller Boards
150 feet {50 meters) 4000 feet
(1200 meters)
Baud Rate 3600

Follow the table below for maximum RS-485 cable runs.

Baud Rate = Maximum Cable Length (RS-485)
9,600 4000 feet (1200 meters)
19,200 3000 feet (1000 meters)
38,400 3000 feet (1000 meters)

Communication between Controller boards via RS-485 connection.

RS-485 Controller to Controller Connection
Controllern Controllern+1
G G
N{-) Ni{-)
P{+) P{+)
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4.1.9. Connecting Inputs to Controller

Each P-CA288 Controller supports two sets (banks) of four inputs with one common terminal, one bank of inputs per
each reader. Note that even if only one reader is used per Controller, all 8 inputs may still be used.

All inputs can be individually programmed in Portal software application via host PC.

Six circuit types are supported. A log will be generated for each change of state in the Portal software
application.

1. Normally closed. Two states: 2. Normally open. Two states:

Alarm, Restore Alarm, Restore

3. Normally closed, with 1 resist- 1K Ohm 4. Normally open, with 1 resistor. 1¥ Ohm
or. Three states: Alarm, Restore, Three states: Alarm, Restore,

Trouble. Trouble.

5. Normally closed, with 2 resist-

1K Ohm 6. Normally open, with 2 resistors.

ors. Four states: Alarm, Restore, = yop 1K O
o = Four states: Alarm, Restore, Trouble
Trouble - Open Circuit, Trouble - =) o o
] - Open Circuit, Trouble - Short Circuit

EEN

Short Circuit

The Controller inputs are used for: RTE (Request to Exit) devices, Door Contacts, Tamper, Low battery and
Power failure inputs as well as General Purpose inputs. Below is the standard wiring chart for both input banks.
Follow this chart exactly to use the Quick Setup function when configuring the system inside Portal software application.

If each reader is used on a separate access point for IN access:

e Connect each reader"s RTE device to AIN1 and BIN1 inputs on Controller board respectively. Skip this step if no
RTE devices are used.

® (Connect each reader"s Door Contact to AIN2 and BIN2 inputs on Controller board respectively. Skip this step if
no Door Contacts are used.

Door Contact is a magnetic contact that is mounted on the frame of the controlled opening (e.g. door). Door contact
is used to monitor the door status and to detect such occurrence as forced entry, door held open alarm/warning. The
Portal software recognizes Door Contact states, generates emergency logs and uses the local alarm (if enabled) when
forced entry or door held open is detected.

Only one Door Contact input should be used per access point (door], therefore if both readers are used on the same
access point, only AIN2 terminal should be used for Door Contact device.

e Connect Tamper input to AIN3 input on Controller board. Portal Card Access chassis (P-PORTALCHASSIS) already
comes with a N/C tamper switch for tamper detection, no additional hardware is needed. Skip this step if you choose
not to use Tamper input.

e Connect Low battery sensor to AIN4 input on Controller board and to the appropriate terminals on Power board
(P-PWR-U023). Skip this step if no Low battery input is used.

In case when a low battery level is detected by Power board (P-PWR-U023), AIN4 Input on Controller board will be
triggered and an emergency log will be generated by the Portal software.

58



http://www.renderx.com/
http://www.renderx.com/reference.html
http://www.renderx.com/tools/
http://www.renderx.com/

Chapter 4. Appendix Connecting Outputs to Controller

e (Connect Power Failure (AC) sensor to BIN3 input on Controller board and to the appropriate terminals on Power
board (P-PWR-U023). Skip this step if no Power Failure input is used.

In case when AC power failure is detected by Power board (P-PWR-U023), BIN3 Input on Controller board will be
triggered and an emergency log will be generated by the Portal software.

Note that the compatible battery must be purchased and installed in order to keep the system online during the gen-
eral AC power failure. If no battery is used with Portal Card Access system, AC power failure will be undetectable
from the software point of view as no power will be available to trigger the corresponding sensor and to send inform-
ation back to the host PC.

® Connect general purpose input devices to BIN4 input on Controller board.

If both readers are used on the same access point for IN access/OUT confirmation:

o No RTE devices will be used

® Only one Door Contact will be used (AINZ input) as only one door contact per access point is required

e (onnect general purpose input devices to AIN1, BIN1 and BIN2 inputs on Controller board

Inputs - Bank A

1 ——— Request to Exit *
2 ——— Daor Contact

3 — Tamper

4 ———  low Battery

Inputs - Bank B

1 ——— Request to Exit * ———— BIN1
2 ——— Door Contact *

3 —— Power Failure

4 ——— (General Purpose

* - when two readers are used on the same door, use as
general purpose input

4.1.10. Connecting Outputs to Controller

Each P-CA288 Controller board supports two sets (banks) of relay outputs and two banks of electronic outputs split
equally between two readers. Note that even if only one reader is used per Controller, all 8 outputs may still be used.

All outputs can be individually programmed in Portal software application via host PC.

The Controller inputs are used for: Door Lock contacts as well as General Purpose outputs. Below is the standard
wiring chart for both output banks. Follow this chart exactly to use the Quick Setup function when configuring the system
inside Portal software application.
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/:I/ Caution

Please confirm with your local fire bylaw
code before installing any door strike or
magnetic lock

. Warning

Remember never to use Portal power board
(P-PWR-U023) to power electric door strike,
magnetic lock, and/or any other peripheral
devices. External power supply must be
used for all door lock outputs and general
purpose output devices.

If each reader is used on a separate access point for IN access,

e Connect Door Lock contacts for each reader to their respective relay Output 1 (AOUT1 and BOUT1) terminals on
Controller board. Skip this step if no Door Lock output is used.

Follow the Card Access Controller Wiring Diagram for instructions on how to connect door strike and/or magnetic lock
to the Portal Controller board.

o Use relay Outputs 2 on both readers (AOUT2 and BOUT2) as well as all electronic Outputs (AQUT3, AOUT4,
BOUT2, BOUT3, and BOUT4) terminals on Controller board for general purpose output devices. Follow the device
specifications to properly connect them to the Portal Controller board.

If both readers are used on the same access point for IN access/OUT confirmation,

e Use BOUT1 relay output terminal on Controller board for general purpose output since only one Door Lock output
per access point is required.

Outputs - Bank A

— D
1 .5- > Door Lock AOUT1
2 i'ﬁ General Purpose ————
7 | g g General Purpose ——— | AOUT3
4 | i % General Purpose —— [ AOUT4

Outputs - Bank B

—_ o
1 .§- 2 Door Lock* BOUT1
2 | g% General Purpose ——— | BOUT?
3 |EF General Purpose ——— | BOUT3
4 | i % General Purpose ——— | BOUT4

* - when two readers are used on the same door, use as general purpose
output

Once all the above steps have been completed and carefully verified, apply power to the system.

4.1.11. Tips and Reminders

e Ground each Portal Chassis (P-PORTALCHASSIS) to Earth Ground.

Do not exceed recommended cable lengths specified in this manual.

The RS-485 network must be connected as a daisy chain.

When Portal Card Access system has more than one Controller and the RS-485 cable run exceeds 300 m turn dip
switch 8 to the ON position on the /ast Controller board in the daisy chain.
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Portal Access Controller (i3 — CA288). Wiring Diagram

Connect —
Serial to Ethernet 0 O — 0 RS-485 to Additional Portal
Connector & Ip Switc Controllers. Single twisted
2 pair, shielded, 18 to 22AWG;
0 @0 @ O @ i .
5 PIN CONNECTOR ! LED9 LED8  LED7  LED6  LEDS RPNy ”pg‘lg?f ft Ig;(zlgo m:
i 2 T aud Rate .
o —| ——=2> o
To Power 28BEE B I —_—
=1 Sz O > o 33 HIELD
Converter 12VDC > S FEES = g 5% g < S(_)
> 2 S5 =5
Board GND > 8 \ g E gg / S € )
X 1 12v0e 3 6 <
RS-232 Tx » S o — 5 ED()/ S < SHIELD
to Host PC Rx » § - Ps) S < ()
(1st Controller GND » © \ Tx 2 £ / S [« (+)
L= 1 Rx N &* G
Only) S \ GND 8 Le N(-l/ S|
s \ b /’ s
1
N\ = 1 /
g s = = 2 / g
@ ; gDM _— ® ‘E ‘-“'; E i / @
— 2 ¢|1 _——
12vDe <IN i | S« 12vDe
GND = — 12vDC
GND > g ~ e g g 5 oD —— g < GND
DATA 1 g =2 2 500 ——
2 oaa > s AL U (RS Sie SREE
S| Data0d > / R 2 Bz < Data0 |2
s Buzzer E S /GR” 2;':‘\ S i Buzzer 2
Red LED > 3 o \ S € Red LED
Green LED » & / ‘1‘2 - 38 oF i\ S |« Green LED
- S oo — = = gg 1zvun\ S le 3 -
% ) s < =3 GND S P g m
=9 4 » RELAY B RELAY LEDs RELAY A < 4 59
S 3 | 12voc > & \ o | T ®: 1200C | S 3
= & | on S )7 s5228: 5EEs zEzzzz USIS G0+ | = 8
O /01N TV ZIANSS ©
** - use only when ground ** - use only when ground
connection is available and required connection is available and required
by the electronic output device SSSSSSAAERSSSSSS by the electronic output device
Q @) O
Input Controls B \Relay Output Controls AIB\ Input Controls A
’—ammmm*_@ [inc ] o) | fami)
Door Contact * @ @ @ @ ® @ @ @
’7 Power Failure 4@@ @
General Purpose o @ @
Typical 24 VAC/12VDC
Door Power Supply

* - when two readers are used on the same door, use as

general purpose input

Strike

L

L

(2o ] [ocom] [ane ] [1no] [1cow] [inc]

‘ Relay and Electronic Outputs B ‘
)
1 .g' 2 Door Lock*  —— [__BOUTI
2 s 2 General Purpose BOUT2
3 S % General Purpose BOUT3
4 |z E General Purpose BOUT4 Typical Magnetic Lock
o0 [—1 24 VAC/12VDC
* - when two readers are used on the same door, use as % Power Supply

* - when two readers are used on the same door, use as

general purpose input

Relay and Electronic Outputs A ‘

[N

s ow

o

- [ Bour1 |
22 ——— General Purpose BOUT2
E g —— General Purpose BOUT3
z S General Purpose BOUT4

general purpose output

* - when two readers are used on the same door, use as
general purpose output
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4.3. Portal Card Access System Specifications

¢ Power Requirements: 12 VOC

® Current Consumption per Controller: 250mA

¢ Flash ROM: 64 Kbytes

¢ Firmware Upgrade from PC: supports In-System Program (ISP) via RS-232

¢ Number of Readers supported per Controller: two (2): Wiegand 26 bit format or i3DVR proprietary 46 bit
format access cards

¢ Number of Controllers per Network: sixteen (16)
e Card holder Database Capacity: 2000 cards
¢ Event Log Capacity per Controller: 2000 events
¢ Network Connection: RS-232: Controller to Host PC
RS-485: Controller to Controller
o Control Qutputs: four (4) form C dry contact relay outputs and four (4) electronic outputs
e Sensor Inputs: eight (8) digital inputs
¢ Real Time Clock (RTC) Support: battery backup on Controller
¢ Portal Chassis Dimensions: 14" Hx 11 % “W x 3 %" D (35.56 cm H x 29.85 cm W x 8.26 cm D)
e QOperating Temperature: 0° to 70° C (35° ~ 150° F)

¢ Operating Humidity: 20 to 80% RH (non-condensing)
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[- Important

If TCP/IP Converter board (I3-S2E) is used
with the Controller board, it must be discon-
nected from Controller board (P-CA288)
before firmware can be uploaded.

4.4. Status LED"s and Reset Button

There are five LED light indicators that are visible on the Portal Card Access chassis. (See Card Access Controller Wiring
Diagram)

From left to right:

LED 9: Power ON

LED 8: RS-232 Receive (Rx)
LED 7: RS-232 Transmit (Tx)
LED 6: RS-485 Receive (Rx)
LED 5: RS-485 Transmit (Tx)

Reset Button is used to erase RAM

4.4.1. Firmware Update

Portal Card Access system is always shipped with the newest available firmware and does not need a firmware update.
However, in the unlikely event that the firmware will need to be upgraded in the future, follow the instructions below.

For firmware update, use Philips LPC2000 utility located on the software CD shipped with your Portal system.

Firmware may only be updated via RS-232 connection, therefore in case of a network with multiple Portal Controllers,
you may only upgrade firmware of the #irst Controller on the network through the Host PC. To upgrade the firmware on
the remaining Controllers, it is recommended to use a portable laptop with previously installed Philips LPC2000 utility.

1. Connect the serial COM port on the laptop to the RS-232 port on the Controller.
2. Turn the dip switch 7 to the ON position on Controller board.
3. Run the Philips LPC2000 Flash utility on the laptop.

4. In the LPC2000 Flash Utility window, select the correct GOM port number.

& LPC2000 Flash Utility

Fle Buffer Help
E]}]]]m LPC2000 Flash Utility v2.2.3
Flash Piogramming Evase / Blark
| Fiename: Connecled To Pot
@ Erire Device [Com1: -
Bark Chuck | - ¢ty TR - |
Upload to Flazh r y_u'*j'wﬁ!'
= Start Sechor; S0 =l
raze
Compais Flath | | 4 R Esch TineQut sect [ 5
Deviee Uza DTR/ATS
Device: [LpC2106 - = | Part D] [ Ji et
HTAL Fieg. [kHz} [14745 Dervice 1D Hoot Loader 1D Sedechion

5. Click Read Device ID button in the LPC2000 utility. A Reset Message window will be discased: "Please reset your
LPC2000 board now and then press OK!". (Do not click OK at this time)
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LLPC2000 Flash Utility - Reset Message gl

Please reset your LPCZ000 board now and then press QK1

6. Press down the Reset Button on the Controller board for 3 seconds, then click OK in the Reset Message window.
The status in LPC2000 Flash Utility window will change to: "Read Part ID Successfully."

k. LPCZ000 Flash Utility

D]]]]]EE LPC2000 Flash Utility v2.2.3

Flash Progiamming Eraze / Blank Communication
| Filename: Connectad To Poit
c * Entine Davice COMI: -
e " Selected Sectors =
Upioad bo Flash r &0 =
Start Sechor;
s EndSector [ -
Compais Flath | | e TiveOut [seck [ 5
Device Uz DTRATS
Drevice: = ~ fo Fieset and
Boot Loader
KTAL Frea. [kHzl [14745 Sedechon

Read Pait ID Successhuly |

7. Click the Browse button in the Filename: field of the Philips Flash Utility window to locate the most recent *.hex
firmware file. For example: D:\Portallcad.hex

Select the firmware file and click Open.

& LPC2000 Flash Utility
Fle Euffer Help
E]]]]]]EE LPC2000 Flash Utility v2.2.3
Flash Piogramming Erase / Blank Commurscation
| Filename: Connecied To Pait
D4 Pertal cad.hex c * [Enfim Devica COM1: -
—  Selected Sechons a
Ulpdouad bo Flach r v
3 i : £ Start Sechor; =0
1age
Compars Flath | ; | KR ac i Time Ok [seck [ 5
Device _ UseRDIFh'H'IS
Device: - = Patt 1D/ [ Ji et
HTAL Fieq. [kHz} [14745 Device ID Foot Loader 107 S edection
Frogress: |
Senading Data ho RAM

8. Click the Upload to Flash button. The status in LPC2000 Flash Utility window will change to: "Sending Data to
RAM" and the Progress bar will indicate the firmware update progress.

9. Wait for the firmware update to finish. The status in LPC2000 Flash Utility window will change to: "File Upload
Successfully Completed”
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& LPC2000 Flash Utility
Fle Euffer Help

E]]]]]]EE LPC2000 Flash Utility v2.2.3

Flash Piogramming Erase / Blank
|0 Pectah cad. b (= Ertie Device
BlarkCheck |~ Sapeted Sestons
Upload to Flazh | r o
3 H £ Start Sechor;
1age
Compas Flath | ; | End Sector
Dievice
Deviee: = I
envie: Flead Past 0]
HTAL Fieq. [kHz} [14745 Device ID Bioot Loader 1D

Fils Upload Successiul Corrpited |

Commuracation
Connecled To Poit
COM1: -

A
500 -

TimeOut [seck [ &

Uze DTRATS
bt Reset and

Boot Loasder

Sedection

10. Turn the dip switch 7 to the OFF position on Controller board.
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11. Press down the Reset Button on the Controller board for 3 seconds again. This completes Controller firmware upgrade.
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4.5. Glossary

Access Card - a card used in conjunction with a Reader to grant or deny access. Two access card formats are supported
by Portal Card Access system: Wiegand 26 bit (less secure] and i*DVR proprietary 46 bit {more secure). The cards for
Portal Card Access must be ordered from i*DVR International.

Access Point - a controlled opening (e.g. door]. One or two readers may be used per access point.

Controller (Board) - the "brain" of the Portal Card Access System. Each board accepts a maximum of 2 readers and
8 digital inputs. The Controller contains 4 form C dry contact relay outputs and 4 electronic outputs. The board establishes
a two-way communication with Portal Card Access software via Serial or TCP/IP communication. The Controller board
ID is assigned by the Controller ID dip switch.

Controller ID Dip Switch - located on the Controller and used to assign ID number to the Controller, set the Controller
baud rate, set the Controller to firmware upgrade mode and to terminate data transmission in case of a longer cable run.

Door Contact - a magnetic contact mounted on the frame of the controlled opening. Door Contact should be connected
to AIN2 and BINZ input terminals on the Controller board. Only one Door Contact should be used per access point (door],
therefore if both readers are used on the same access point, only AIN2 terminal should be used for Door Contact input.

Electronic Locking Device - releases when a valid access card is presented to the reader. One Door Lock output must
be enabled for each access point. Only one electronic locking device should be used per access point (door), therefore if
both readers are used on the same access point, only AOUT1 terminal should be used for electronic locking device output.

Network - consists of linear-connected Controller boards (daisy-chain network). A single network supports up to 16
Controller boards and up to 32 readers. Controller board network can be connected to the user PC or DVR via serial or
TCP/IP connection. The latter requires a converter.

Reader (Card Reader) - a hardware device that is connected directly to the Controller board and is mounted outside
and|or inside of the secured area (door/cage). Each Controller board accepts a maximum of two readers, Reader A and
Reader B.

Request to Exit (RTE) - a device that is connected directly to the Controller board"s input terminal and is mounted
inside the secured area (e.g. an exit button, mation detector, etc.). RTE device allows releasing the door without having
to scan the card.
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add a new card holder, 12

add controller, 30

add holiday, 21

add new access group, 16

add new schedule, 19

anti-passhack, 39

anti-passhack, standard, 41
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