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May 17, 2017

Re: Wanna Crypt Ransomware Windows Security Patch.

To all of our customers and partners;

Ooops, your files have been encrypted!

This bulletin addresses the known Microsoft Windows
Security vulnerability that exposes Windows-based
devices to potential WannaCrypt ransomware attacks.
As many Windows users around the world are being
affected by Wanna Crypt ransomware (malware) attack e e
that locks their files/data pending ransom payment, we b

would like to remind our customers how to keep their B Ly 3 Sleop XDyt
video security systems safe. : iy aymznt. After that the price wil be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever,
We will have free eveats for users who are 50 poor that they couldn 't pay In  months.

What Happened to My Computer?
Your important files are encrypted

Many of your documents, photos. videos. databases and other files are no longer
accessible because they have been encrypred. Maybe you ane busy looking for a wiy o
recover your Mles, but do not waste yous time. Nobady can recover your fles without
our decryption service.

Can 1 Recover My Files?
Sure. We puarantesa that you can recover all vour filas safely and easily. But you have

Time Left not 5o enough time.

How Do I Pay?

Payaeat 5 acoepted in Bltovla valy, For more laformsation, cdick <Absul blicola=,

Ransomware is a computer virus that prevents the

users from accessing the operating system, or encrypts i e e AR
a” the data Stored On the Computer. 5 And send the correct amount to the address specified in this window,

The user is asked to pay a ransom (often in bitcoin
currency) in order to decrypt their files or gain access
to their operating system.

ContactUs

Note: Virus WannaCrypt is also detected as: WORM_WCRY.A (Trend Micro); Trojan.Ransom.WannaCryptor.H
(BitDefender); Trojan/Win32.WannaCryptor (AhnLab); WannaCry (other)

Installing Microsoft Windows Security Patch.

All standard i3 NVR systems purchased after April 10", 2017 have the necessary Microsoft Windows security
patch installed. All other users are urged to update their Windows OS immediately.

This applies to all users with NVR serial numbers 174047 and below as well as all customers using “Special
Build” customized NVR units.

For your convenience, we have made Microsoft Windows security patches available for download from our
website. To download the security patch, please follow instructions below:

1. Go to www.i3international.com/software-downloads
2. Click on Other

+
- |
WannaCry Microsoft Windows 7e SP1 Security Patch (64 bit) @el‘
WannaCry Microsoft Windows XPe SP3 Security Patch (32 bit) &

3. Download WannaCry Microsoft Windows security patch suitable for your operating system:

Windows 7e SP1 or Windows XPe SP3.

Safely close the SRX-Pro Server software to access your Desktop (Login as an administrator user and
press Ctrl + Alt + Shift + F4)

Un-zip and run the security patches on your HVR/NVR to install them.

Re-start SRX-Pro Server software and log in.

Go File > Shutdown and allow your Server to shut down.

Press the Power button on the front panel of your unit to restart your Server.

e

©No;
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Regular Windows OS Updates

Important notice to Dealers

Because most Windows Upgrades require system reboot and some updates require
user intervention, Automatic Windows Upgrades are disabled on all i3 NVR
Servers. It is the responsibility of the customer to ensure that their Windows OS is
up-to-date and all Security and other OS updates are downloaded and installed in a
timely manner.

Windows Updates must be manually downloaded and installed regularly to maintain
the security of i3 HVYR/NVR Servers, especially i3 Servers that are connected to the
Internet.

All i3 Dealers are strongly encouraged to educate their customers on the importance
of regular Windows Updates. The dealers are encouraged to train End Users to
perform the updates themselves, add this service to all maintenance contracts or
reach out to existing customer base and suggest a service maintenance call with
explicit purpose of protecting i3 Servers from WannaCry virus and all other Windows
vulnerabilities.

Additional Safety Tips for your i3 Server.

Always download and install Windows Updates.

Use Antivirus software (not included with i3 Server) and always install most recent updates.
Important: Scan C:\ and D:\ drives only. Do not scan video storage drives.
Read 170505-HW-03_NVR_Antivirus_Scanning_Instructions.pdf bulletin for more information.

Do not open email attachments unless you are expecting them. When receiving attachments/links from
known contacts, confirm the safety of the file/link with them before opening — infected computers are
able to send out emails/messages to the contacts in the address book.

Do not click on suspicious links in unsolicited emails, text messages or social media messages/websites.

Do not visit unsafe or unreliable websites. Phishing emails often masquerade as a known/popular/trusted
website or service. The perpetrators, however, will not be able to use the legitimate web address. Check the
link address without clicking on it by hovering the mouse cursor over the link.
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Examples of fraudulent “phishing” emails:
To confirm the identity of the link in the suspicious email, hover your mouse cursor above the link. Do not click on it.

You will be able to see the link address.

Fraudulent PayPal phishing email. Notice the link redirects to atozthailand.com, not PayPal.

If vou share this device with a family member or friend, or are usmg a pub].u:

computer, we recormend tuming th* o
purchases: httpsuatozthalland cu:umeﬂaw sec/

Click to follow link

Log in to your PayPal account]

®  Please confinm vour identiy next i “for Titer purchates”

Fraudulent Apple phishing email. Notice the link redirects to an untrusted https://t.co/ website, not iCloud/Apple.
https://t.co/Byefreyg2l
Click to follow link

If you have not signed in to iCloud recently and believe someone may have accessed
account, go to My Apple ID and change your password as soon as possible. Click Here

Fraudulent WhatsApp phishing email. Notice the link redirects to shmeeksmokeshop.com, not WhatsApp.

WhatsApp

Missed voicemessage.

Description

May 17 6:54 AM
05 seconds

http://shmeeksmokeshop.com/
wp-content/whereas.php
Click to follow link

=

Please contact technical support if you have any questions or issues.
Email: support@i3international.com

® WhatsApp

Tel.: 1.877.877.7241
Live Chat: http://i3chat.i3international.com/chat
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